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DAIMLER TRUCK

This template of Commitment Letter of Personal Information Processing on Behalf shall be
applicable to the scenarios where Daimler Truck China Company, as the personal information
processor, entrusts the supplier/partner to act as the Entrusted Party and process personal
information in the name and on behalf of Daimler Truck China Company.

AERFIX 5

Roles, rights and obligations:

BB REFELATRE
Role of Daimler Truck China
Company

3 E5]
The Entrusting Party

HEE/SERFERE S 2ol
Role of supplier/partner The Entrusted Party
A E R I ZRFRE

Purposes and methods of
processing

Determined by the Entrusting Party

REEE
Subject of liabilities

=R
The Entrusting Party

BENABE/ N ARHEERE
Obtain the individual’s
consent/the individual’s
separate consent

ZRGLENAGEFTRENADE, EXHFEIRNE
FEZEFLEBENAERNITHERE N ARHREE

The Entrusting Party needs to obtain the individual’s consent
to process personal information, but does not need to
specially obtain the individual’s separate consent with
respect to the act of entrusting the Entrusted Party to
process personal information

BT AE BRI mIE
Carry out personal information
protection impact assessment

L NEERITOANERRIP LT
The Entrusting Party shall carry out personal information
protection impact assessment in advance

BHIWMAXSE
Rights and obligations of the
parties

. ZRANZERBERFTNERLENSAER
The Entrusted Party shall process the personal
information fully in accordance with the Entrusting
Party’s instructions

« ERLNEEZFETNLEER

The Entrusting Party shall supervise the Entrusted
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Party’s processing activities

o ZERXFRZLN, SRANAZEFREDAER
HE TR, NERE
Upon termination of the entrustment, the Entrusted
Party shall return the personal information to the
Entrusting Party or delete the same. No personal
information shall be retained.

« REZRHEE, IRLDIABEZRASE=TLED
AER
The Entrusted Party shall not sub-entrust a third party
to process the personal information without the
Entrusting Party’s consent

« ZRGTEXBULERBREDAGEENZE, i
MERELBITEEXS
The Entrusted Party shall take necessary measures to
safeguard the security of personal information, and
assist the Entrusting Party in fulfilling statutory
obligations
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BRI RERREHEA

Contact person for data protection and
information security
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1.1

1.2

1.3

1EH
Applicability

K ANANEERERLEAERY ("FEER") & Fﬁ?%ﬁﬁf’ﬁ?ﬂéﬁﬁﬁ’ﬂfﬁﬁ\“%ﬁiA
Rk FE, EAZRRETRHUEIIMSNIRED, EIEZRFTNEE, KERSEHLED
ANEEBIMERIER.

This Commitment Letter of Personal Information Processing on Behalf (this “Commitment
Letter”) shall be applicable to the relevant activities in which the Entrusted Party, as a supplier
or partner of the Entrusting Party, process personal information on behalf of the Entrusting

Party upon its entrustment when providing goods or services to the Entrusting Party.

RAERM 1 BIRLERE (1 17) W5 ABRZRTES, IENTNEHR—UIL
%E’JEZH 58, BRIFLZRNEAR, IIETEBTARERIE T FRHNEXIES]

SEBHMT 1 B5 A RERNER. ARBRME 1 0% B AXIETES, HRERE
7‘3‘%:2!&7?(115 A THRRR SRIE. RTENEBITARKERNERES, WHFNRKEE
B¢ 1 )% B RIERETERMEN, RNERNEMEETT.

Part A of Annex 1 - Data Processing Questionnaire of this Commitment Letter (“Annex 17) shall
be filled in by the Entrusting Party, the Entrusted Party shall provide all necessary support and
assistance. Unless agreed by the Entrusting Party, the relevant activities carried out by the
Entrusted Party during the performance of this Commitment Letter shall not exceed the scope
specified in Part A of Annex 1. Part B of Annex 1 shall be filled in by the Entrusted Party, which
constitutes the Entrusted Party’s representation and warranty under this Commitment Letter.
If the Entrusted Party needs to update or modify the information in Part B of Annex 1 during

the performance of this Commitment Letter, it shall promptly notify the Entrusting Party.

HYE/SEREERRRZEES, RIBFURAFRERT TRESFEHLEDA

SEMBELEN, NENEMERT, RREEHERBVIAEKER, HEHOEELE

2K 1 8% B, BAENAGERLEENRELTURN LN EHMEETFHAIMME 1 8458
HITE M.

During the course of providing services, if the supplier/partner finds itself in a situation that
constitutes processing of personal information on behalf of the Entrusting Party under this
Commitment Letter, it shall promptly inform the Entrusting Party, sign this Commitment Letter
according to the requirements of the Entrusting Party, complete and submit Part B of Annex 1
to the Entrusting Party, promptly inform the Entrusting Party and update and amend Part B of

Annex 1 if there is any change in the personal information processing activities.
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2.1

2.2

2.3

2.4

2.5

EX

Definitions

FEARARERA:

Under this Commitment Letter:

“BREPEENZREER TERGRZRELH, X NTAGEZE. HIERERMN
KLREMMEER. EANERE, S8FRERRT <(PEARZEMENSAEERF
EN KR ARHEMEHEL2E) (PEARLMEMEREE o

“Data protection laws and regulations” mean all laws, regulations and national standards
regarding personal information security, data security and cyber security that apply to the
Entrusting Party or the Entrusted Party, including but not limited to Personal Information
Protection Law of the People’s Republic of China, Data Security Law of the People's Republic of
China, Cybersecurity Law of the People’s Republic of China, etc.

“BRRIPZER L&/ S ARERNE 1 86 B AT FIM B AR H th A &iE R
FTALE . BURBTT ARG R AT R Y Fa T

“Data protection and information security measures” mean the measures listed in Part B
of Annex 1and other measures agreed or required for the performance of this Commitment
Letter.

‘HEMEHEARKNE, HFARERZ BN, NEEEESITEREK. BT
BXMAEHX.,

“China” means the People’s Republic of China, for the purpose of this Commitment Letter,

excluding Hong Kong Special Administrative Region, Macao Special Administrative Region and

Taiwan.

“REEEENAGENBE. FE. ER I FE. Rt 2 WBREESD.

“Processing” means the collection, storage, use, processing, transmission, provision,

disclosure, deletion and other activities of personal information.

PABEREUABRFHEAEMANIERHNSERIEETRANERAB RN EME
B, TEEERLAERNER.
“Personal information” means all kinds of information recorded electronically or by other

means relating to identified or identifiable natural persons, and shall not include information

after anonymization.
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2.6

3.1

3.2

“PAGRREEHTENPABBHIARRNER . ARNAEIMEBIRR B ERE . &
B Bk EHEER. BELELHEMEXNER.

“Personal information security incident” means unauthorized use, unauthorized or
accidental modification, damage, disclosure, tampering, loss, unauthorized transmission,

unauthorized processing, and other forms of abuse of personal information.

=&

Confidentiality

ZRARIENEERRER T THRMNSE NSRS L ERN—NESERE. ¥
RERRIETSHZXEESAEME=TREHHEE=TTRBZLER, REFER
AEREXNENERZEER, BENTESSLENFZEERREXFETRE
MENAR (BFEEFRFHATL. RE. HE). AE8H. SRRRAMNESR) WE, N
B AT HBEAENIB R

The Entrusted Party undertakes that it shall keep strictly confidential of all information known
to it or received from the Entrusting Party hereunder. The Entrusted Party undertakes that it
shall not disclose such information to any third party, shall prevent any third party from
acquiring such information, shall use such information only for the purpose in relation to this
Commitment Letter and shall, only when it is strictly necessary, disclose such information to
its personnel (including but not limited to, its employees, agents, consultants, contractors,
senior officers and directors) who are obliged to comply with the confidentiality requirement

unless otherwise agreed by both Parties in writing.
B, ERFREREHTERTTIIER:

However, the above confidentiality undertaking shall not be applicable to the following

information:
(1) R, IRFEEMEEEBITREXSHNE=ZTEERBNER;

information that has been proven to have been lawfully obtained by the Entrusted

Party from a third party that is not subject to the confidentiality obligation;

(2) HEXRADARERFFBERXFAENERLT, EENARFHMNRESLIA
NHGFNER;

information that has become public knowledge or has entered into the public domain
without any violation of the obligations under this Commitment Letter by the Entrusted

Party;
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3.3

3.4

3.5

41

4.2

4.3

(3) #RIEk, FFEFEMIFARBEZ TIEHEFLENES.

information that has been proven to be developed by the Entrusted Party during the

independent performance of its own work.

w%éﬁﬁ%—ﬁﬁﬁw%@ﬁHﬁx%ﬁ?ﬁﬁﬁﬂﬁﬁﬁﬁm%*,%ﬁﬁ%ﬁ
BFEEEX.

If the Entrusting Party is a financial services company and is obliged to comply with data
protection requirements of the financial industry, the Entrusted Party undertakes to comply

with the same requirements.

D NHREGKEZREENAREBHET EXNENZIEHRE XFHEE
HRMNRBRE, FEXNZFAREREREXSHEREABERTIE.

The Entrusted Party shall ensure its personnel to whom such information is disclosed to
comply with the same aforesaid confidentiality obligation of the Entrusted Party and to assume
the same confidentiality responsibility, and shall be jointly and severally liable for any breach

by such personnel of their confidentiality obligation.

HEARERBBHARBHEESNREXS, ERKERHLFADRER.

The confidentiality obligation in respect of any information obtained during the term of this
Commitment Letter shall survive the expiration of this Commitment Letter for a period of five

years.

ST L ERAR

Processing authorization granted to the Entrusted Party

ZRTELEZEGRENDAGEN, MEFEHIERPERAZEN .

The Entrusted Party shall comply with data protection laws and regulations when processing

the personal information provided by the Entrusting Party.

ZRGELEZRENTRENDIAGEN, MU RERZETNER. RTITEAR
AIEERME 1 EE A PIENER, IEERCABAZETTABET U E BTt
it

During the processing of personal information provided by the Entrusting Party, the Entrusted
Party shall only strictly follow the instructions provided by the Entrusting Party. Apart from
specified in Part A of Annex 1, all instructions shall be given by the Entrusting Party in writing

or by email.

ZRAOAGBE LRiER, M TEESRNE=TTNEN, LEZRTAERHRODARE
B MERFEFINAZETRENIE TR REER LB RFARIEN, RERE MR

7
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4.4

4.5

5.1

5.2

KERTEZBERFNIETLENAGR, SEANENBANEER, HRMHER

T AR

The Entrusted Party shall not, for its own or any third party’s purposes, process the personal
information provided to it by the Entrusting Party beyond the above instructions. If the
Entrusted Party is of the opinion that instructions of the Entrusting Party may be in violation
of data protection laws and regulations or is unable to process personal information in
accordance with the Entrusting Party’s instructions due to any special reasons, it shall notify

the Entrusting Party without delay and provide adequate explanations.

RIERBERABFEAPERBHEARBERZENE, SRAFEFEMEZIELREN
AA{I:I /p\1§$ﬁﬂ§'fiﬂkk_ Tj_ ET ﬁlq:'f?f'f—.]'kk_ E%EXIZ%/I\}\TEIQAO

Unless with prior written consent of the Entrusting Party or otherwise agreed herein, the
Entrusted Party shall not transmit any personal information provided by the Entrusting Party

to any third party or allow any third party to access such personal information.

BRIEXRGZEPENE, MTERTAIETRBNIAGE, ETFAEEEIR
ERXLEENNNF, RS ARG ZFEENENEIARE S S TEN.

Unless otherwise agreed in writing by both parties, the Entrusted Party shall not have the right
to, at its sole discretion, determine the processing activities regarding the personal
information provided by the Entrusting Party, and shall not have the right to acquire the

ownership of any copy or reproduction of such information.

ZRETHXE

Obligations of the Entrusted Party

T MIRRBEEERIOARANEN, XL ERBREMLENNAGEENZS, I
HEBNEIETT BT EIR R ABRAEMMNE RN 5.

The Entrusted Party shall, in accordance with data protection laws and regulations, take
necessary measures to ensure the security of the personal information it processes, and assist

the Entrusting Party in fulfilling relevant obligations of data protection laws and regulations.

ZIEH EDERET MR DAEES ERNENAF, SEERRTFERME. RE. &
Bl EF. BIE. #7. WERDABERERF . MRPANEEE A LA 52T
BEEBRR, IRNTNIMGZFERTARSERRT, AREZSETNERLE:
(1) ARABZRLEN, IRHDTEEEMEDAGEEENTIOER; (2) &
RARNEZRGEENN, RETNEZELRPCERNIE ARG B EEITRIEK.

The Entrusted Party shall assist the Entrusting Party in responding to the corresponding rights
of personal information subjects, including but not limited to rights to be informed, decide,

access, copy, rectify, supplement and delete their personal information, etc. If a personal
8
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5.3

5.4

5.5

5.6

information subject contacts the Entrusted Party directly in respect of the foresaid rights, the
Entrusted Party shall forward such request to the Entrusting Party in writing without delay, and
follow the instructions provided by the Entrusting Party: (1) without authorization from the
Entrusting Party, the Entrusted Party shall not directly respond to the request of the personal
information subjects to exercise rights; (2) if authorized by the Entrusting Party to respond
directly, the Entrusted Party shall respond to the request of the personal information subjects

to exercise rights within the scope authorized by the Entrusting Party.

ZRATNNSE5REZRETREN D ARG ENARETEERPEI, HFEZEAR
Rz 7B A BRI TS 305 AR A R AR R A AR 28 X 55

The Entrusted Party shall provide data protection training for its personnel involved in the
processing of the personal information provided by the Entrusting Party and such personnel

shall assume the confidentiality obligation under or in connection with this Commitment Letter.

RANAEELREAXEERIPULEEREKEANFHEKRTT K. NRIBHE
HIRRIPEZRMZEN, IROTFTEESMENLELZELNATAR (NMNELEHR
TA BIEREATA. PAGERIFATAS), REGRIAUBELAHITES,
FHEZEFREZFARNFHEFRTT o

The Entrusted Party shall provide the Entrusting Party with the detailed contact information of
the contact person for data protection and information security. If the Entrusted Party is,
subject to data protection laws and regulations, obligated to appoint cyber and data security
officers (e.g. cybersecurity officer, data security officer, personal information protection
officer, etc.), the Entrusted Party shall appoint such officers in writing and provide the

Entrusting Party with the contact details of such officers.

—ZRERE[TEKR, IRTERFELEESTLRMH, BMBEREGTEREBETH
BRIPVERMEAMEZERN BN S, BEERRTETRMXS . ICRAEER. FR
PAEEREZWFEULBRMELZEEE (WEA) FXFH.

Upon request of the Entrusting Party, the Entrusted Party shall provide the Entrusting Party
with the necessary information and supporting materials, and assist the Entrusting Party to
enable the Entrusting Party to perform its obligations under data protection laws and
regulations, including but not limited to fulfilling notification obligations, maintaining records
of processing activities, performing personal information protection impact assessments, and

applying for cybersecurity examinations (if applicable), etc.

BREVZZEPEAE, ZIEHNFABHEHABITARERZTERTMN S =E AT
BEH.

Unless otherwise agreed in writing by both Parties, the Entrusted Party shall bear all expenses
incurred by it in performing its duties and obligations hereunder.

9
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5.7

5.8

5.9

6.1

ZRETT AR B R Z 77 B BR A & R I AR X D ARR. MRD
AEEE#HMER, SRAFHRLEITPAGERTER. ZEFTEUABEEK (81F
BFERX) BERATHIN, B PARE. MXEIEARFEE IS IIESMER. 2R
ZRTTNABRRIPVEENEARATHBRREIAGRE, IRANUPEEXEE
RO RAHAEBAESERETTRR.

The Entrusting Party may at any time request the Entrusted Party to immediately delete the
personal information that it has processed under this Commitment Letter. If such personal
information has been deleted, the Entrusted Party shall ensure that the personal information
cannot be recovered. The Entrusted Party shall confirm to the Entrusting Party in writing,
including in electronic form, that all personal information as well as the relevant copies and
storage media have been returned or deleted. If the Entrusted Party is of the opinion that data
protection laws and regulations do not allow the deletion of certain personal information, the
Entrusted Party shall fully explain the reasons to the Entrusting Party in writing and obtain

consent from the Entrusting Party.

FABERM TERPAGENLENNRTERREART. REZRETTNELSE
AR, SRFAFERELSMIBHRENSILBATLTEEXIAGE, SEEAD
ANEREBRZEREISMIEMERSEX . MZIEHFERA 5.8 FHERME, ZEH
B ENE IE AR R .

The processing of personal information hereunder shall be limited to the territory of China.
Without the prior written consent of the Entrusting Party, the Entrusted Party shall not access
or provide opportunities for others to access the relevant personal information outside China,
or cause any personal information to be transferred to other countries or regions outside China.
If the Entrusted Party breaches any provision of this clause 5.8, the Entrusting Party shall have

the right to terminate this Commitment Letter with an immediate effect.
WREME=ZFRBZRETZHROBERARNEELTH LR EIMREHLSF,
FEZRTHNEEVSRELRMEE, ZRTENEILERKIER.

In the event that any third party acquires a majority of the Entrusted Party’s shares or voting
rights or all or substantially all of the assets or business of the Entrusted Party, or if the major
business of the Entrusted Party has material changes, the Entrusting Party shall have the right

to terminate this Commitment Letter.

SEHE

Subcontractors

MNTZRENTEBRLEHN, IRLDURAEARBRZELTNPE (BFEFERAN) B
B XG5/ ZENEGRRH, YAFEREKERNAENER. THZE, T

10
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6.2

6.3

6.4

HRARHERER T UREARKERE 8 FNOEHHETRE. IRTNOEFEHRM
XTEASEENMEER, BREFRTFEXERAXHHERTHEE.

If the Entrusted Party engages subcontractors, it shall first obtain the prior consent of the
Entrusting Party in writing (including in electronic form). The contractual arrangements
between the Entrusted Party and the subcontractor shall comply with the provisions and
requirements of this Commitment Letter. In particular, the Entrusted Party shall ensure that
the Entrusting Party can perform inspection on the subcontractors in accordance with clause
8 of this Commitment Letter. The Entrusted Party shall provide the Entrusting Party with all
information regarding the engagement of subcontractors, including but not limited to relevant

contractual documents for the Entrusting Party’s review.

S RIS REE RN 1 55 C hi S BRE L.~ BERTRASRAKES,
WA ZHE S BRAFEERE 1 5% C NS EHS5EERRFESE. S
T RS B R LS RILS SRR S Y FARER M 1 5% B A5
HRARBRAARTR.

The Entrusted Party shall fill in the subcontractor information in Part C of Annex 1. Upon
confirming the receipt of this Commitment Letter by the Entrusting Party, the Entrusting Party
is deemed to have consented to the engagement of the subcontractors and their duties listed
in Part C of Annex 1. The Entrusted Party shall ensure that such subcontractors comply with
the technical and organizational requirements specified in Part B of Annex 1 in the same way

as the Entrusted Party.

MRZREHFEREAKERHRANERIIEMIEH, WRELTNEERSERELS
EER (BFEETFER) NER. IREZEXETEE, XEHNEFREERRAG 1056
C HIBRIR, FORARIERME 1 8% C NEFRARMBARIETT . KARBERNEZ
EATEHENARERM 1 8% C.

If the Entrusted Party intends to replace or add subcontractors during the term of this
Commitment Letter, the Entrusted Party shall first obtain the consent of the Entrusting Party
in writing (including in electronic form). If the Entrusting Party gives its consent, the Entrusted
Party shall update the content in Part C of Annex 1 and provide an updated version to the
Entrusting Party. This Commitment Letter shall then be applicable to the updated version of
Part C of Annex 1.

HEEMEAT, ZRTERD BN AREREMRTMX SHNETRSER&IE%E

o fE.

In any event, the Entrusted Party shall bear joint and several liability to the Entrusting Party

for the subcontractor’s performance of any duties and obligations hereunder.

11
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7.1

7.2

7.3

7.4

El%\ﬁé

Information Security

ZREGRIE, RHBLELEENNEEEENBERFLEEZEHERROERE
FREMDAER, UBLELZENANEERREEN. FERPLEEL2ERAFMR
FAFRERMM 1 0% B HAAFIiRE. TRAFRERESHIHARLZ L, U LERNE
XRGLESEFBASEHLESETRHCDAGENHRAFSER. WRER
HIRBEBIRERIPEREINENER, INAZRETHRBEM R 2R, WEATEXRSZ
BT SR FESNEE -

The Entrusted Party undertakes to process all of the personal information provided by the
Entrusting Party at all times by implementing data protection and information security
measures that are appropriate to the risk associated with the processing activities in order to
prevent the occurrence of personal information security incidents. Data protection and
information security measures shall not be lower than the criteria set forth in Part B of Annex
1. Regardless of the expiration or termination of this Commitment Letter, the foresaid
measures shall continue to apply during the period that the Entrusted Party processes, or
engages subcontractors to process, personal information provided by the Entrusting Party. If
the Entrusting Party, according to data protection laws and regulations, considers it necessary
for the Entrusted Party to take additional security measures, it may require the Entrusted Party

to implement such additional measures.

TRANBIAUEELZEEERER. ZERMENNKE, ZIEHUREHERELENEER
PRIERZEHE, EHREIHMEIT N FHNNXE X MR, ZEGIHITIERHF
TRIUESE

The Entrusted Party shall establish an information security management system. Considering
the relevant risks, the Entrusted Party shall determine data protection and information security
measures that it needs to implement, and shall regularly review and amend such measures.
The Entrusted Party shall document the relevant risks identified and ensure the measures are

implemented.

NZRETEXR, TEHNAPF LRI ERERPLESREHER, SRETHITA,
BRETNSRARERNSERIE N EMELTT.

At the Entrusting Party’s request, the Entrusted Party shall coordinate with the Entrusting Party
on the data protection and information security measures to be implemented, and the
Entrusted Party shall inform the Entrusting Party of the implementation status on the relevant

measures.

BTHUER T AEN K FZBINERF, TEAEREREERIFPLEERESEBNER
—. EERSEEEARNIAL, B0 15027001, A[ERAMEHEEIEFRPRELRR
12
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7.5

7.6

EHEBHER. R, ZHENEFEERNRBHNREER . IREAKREIFERIFRE
BR2&HERMNERBEZEIAL, BAZFINLR S 1EH MM F AR RESR

Compliance with approved codes of conduct or an approved certification procedure may be
included as a factor for substantiating the effective implementation of data protection and
information security measures. Certifications of the information security management system,
such as ISO 27001, may also be included as a factor for substantiating the effective
implementation of data protection and information security measures. However, such
certifications shall not replace examination in individual cases. If such certifications are
included as a factor for substantiating the effective implementation of data protection and

information security measures, they shall be appended to this Commitment Letter.

ZRANATECERLENRNEARKREELGRENDIARGR, FENAFZEA
RPITEBITAFRERERNES . —2EBK, EFNEAEREHFREE T ZENR
MARNER . SETRIETSHEXZLXRRFERANNRIEEZAREENNEMTH

AR MRZIEFRRGBERLMERRARARS, IEAFRILEMESEH (WE
) (UMEEITRAEAFKIERINTNREM S AHNHEXDARS.

The Entrusted Party may only grant authorization to access the personal information provided
by the Entrusting Party to its own personnel when it is strictly necessary, and only to the extent
required for the task in connection with the execution and performance of this Commitment
Letter by such personnel. Upon request, the Entrusted Party shall supply the Entrusting Party
with the names of persons to whom access authorization has been granted. The Entrusted
Party undertakes not to disclose the access authorizations assigned to it for the use of the
system to any unauthorized persons. If the Entrusted Party is granted access to the IT systems
of the Entrusting Party, the Entrusted Party undertakes it and its subcontractors (if applicable)
to only process the personal information required to fulfill the duties and obligations under

this Commitment Letter.

WMRAFERAME 1 0% B #MANBEFRFLEEREHFERENERES) (BFEF
RT, MEFELENBEELETURBIRERIPLESLEH/ELLERK), ZIEHTLA
UPEER (BRFBFERN) BRERERL . IEERPAEELZEEEN TR SH
HEZ2MNRPBARER, ZRLGAERXRZNZARBERELTBEEZRXN (B1EF48
FERAN) BR.

The Entrusted Party shall notify the Entrusting Party in writing (including in electronic form) of
any significant changes (including but not limited to, changes in data processing conditions or
absence of data protection and information security measures) to the data protection and
information security measures described in Part B of Annex 1. If the changes in data protection
and information security measures will reduce the effectiveness of data security protection,

the written consent (including in electronic form) of the Entrusting Party shall be obtained

13
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8.1

8.2

8.3

before the change is carried out.
Q&
Inspection

ZRNFEBZRTRRBENI AT EDRERRKBERERFAREE. ZRETTNERHR
FTHRER. MRERL/HHELRAZIET: (1) RERIERIE A A ERERLED
ABE; ® (2) SRLGAREAVEITIAGERERIPTFE, IRTNERREERTE
KIFIERXITH, BEZEGIETRBAERAEIER (FIMERA<. EBR. B
HEESE), VKR D AGRERMNZE X, W, BERFTER, XIETNES
ENEA, FERELRENDSEAEES R EFHREPAEBEEN N FHXMF, =
FEIUABEFIARRIERM A 1 8% B RiNiEEEE S B RN ER.

The Entrusting Party or its representative has the right to carry out inspection on Entrusted
Party’s compliance with the requirements of this Commitment Letter. The Entrusted Party shall
provide the required information. When the Entrusting Party is aware of or identifies that the
Entrusted Party: (1) fails to follow the Entrusting Party’s instructions or this Commitment
Letter to process the personal information; or (2) fails to perform the duties of personal
information security protection, the Entrusted Party shall cease the relevant activities
pursuant to the Entrusting Party’s requests and make remediation measures (such as changing
password, revoking authorizations, disconnecting from network) in line with the instructions
of the Entrusting Party or eliminate the security risk to personal information. Additionally, at
the request of the Entrusting Party and within a reasonable period, the Entrusted Party shall
complete a questionnaire provided by the Entrusting Party and submit documentary evidence
that it has met its obligations or confirm in writing that the measures specified in Part B of

Annex 1 are appropriate and up-to-date.

HARLEBMPBAT, ERLTREBZRTRREABLEZREADMRUARZIET
REBZRETTRHAODABENEERARRENIEN, DUBERFETI N ARG R LIEE
RAREIRERIP R E R RN E A ME# TR

Subject to prior notice, the Entrusting Party or its representative shall be granted access to
the Entrusted Party’s offices and IT systems in/on which the Entrusted Party could process
the personal information provided by the Entrusting Party so that the implementation of this
Commitment Letter and the appropriateness of the data protection and information security

measures can be verified by the Entrusting Party.

W%%%%HN$§ﬁﬁﬁvﬁ§EHﬁ%%EuﬁkﬁﬁwﬁﬁﬁﬁmﬂTﬁﬁﬁ
HHEMEGIEE, BZFHEREARKERE X WREZME ARIERNET, RS
INAVASIR LT ﬂéﬁﬁ IARRERI)E R M. ALARERHMBUEITA, SHEH
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8.4

8.5

9.1

2. BEERFRES= D ARNEMERSETS, BRAFRERNET, TN
Rz B R B BEBEREFETT .

S

The Entrusted Party shall inform the Entrusting Party in writing without delay of any control
procedures or other compulsory measures that are imposed on it or its IT infrastructure and
system by regulatory authorities, which are in connection with this Commitment Letter or may
affect the performance of this Commitment Letter. In the context of seizure, confiscation,
judicial inquiries or other law enforcement actions by relevant authorities, or in the context of
insolvency proceedings, reorganization proceedings or other actions of third parties, which
prevents the performance of this Commitment Letter, the Entrusted Party shall inform the

Entrusting Party of such circumstances in writing without delay.

5 8.3 FMMENBET, IRZRGEZEZRGRHNDIAGERRNEE.
A ERMARZRE, JEHTERBAEIERBRIAGENRE, BREER
Hﬁ%,§ﬁﬁﬁﬂ§%ﬁ%ﬁmﬁkmuTzWﬁ% AAFRIERSE 8.3 FATARMX
MR A =

Under the context of clause 8.3, if the Entrusted Party accepts an inspection, access or other
authorized access in relation to the personal information provided by the Entrusting Party, it
shall take adequate measures to ensure the security of the personal information and without
the consent of the Entrusting Party, the Entrusted Party shall ensure that the personal
information provided by the Entrusting Party will not be disclosed to any third party other than

the relevant parties stated in clause 8.3 hereinabove.
REHER, ZRELUBAMIE=ZFINHEFARASE 8 FMENZTUILEIER.

The Entrusted Party agrees that the Entrusting Party may engage an independent third party

to carry out the inspection activities specified in this clause 8.

PMAERREEH

Personal Information Security Incident

ZXRANZANBZEREARETMEERFRERE CSRREARERLENDAE

BHEEHAREENNBIR, X, B, WERTD), HRREFRTNERZNL

B, MRBEAEMNEREN T AEELZEEMN, SRHERRBANERES (BEABET
NEBHAEMRE ERERRE 24 /MY, DERET SEBRELIRRIPARIVEN T
—Hitk, SRGNNEREBFELNERRRLE,

The Entrusted Party shall promptly report to the Entrusting Party on any data protection

security vulnerability (in respect of the inadvertent or unauthorized destruction, loss,

modification, disclosure or access of personal information processed under this Commitment

Letter) and promptly deal with such vulnerability in accordance with the Entrusting Party’s

15
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9.2

10.

10.1

requirements. In the event of any occurrence of personal information security incident, the
Entrusted Party shall notify the Entrusting Party as soon as possible (and in any case no longer
than 24 hours after it becomes aware of aforesaid situation), so that the Entrusting Party can
evaluate its next step in accordance with data protection laws and regulations and the
Entrusted Party shall deal with the security incident as soon as possible in accordance with

the Entrusting Party’s requirements.

RIBZRFELHEXR, ZFRTNRKBEEERRTUATER: (1) RIRRELERRES
HURREEN, GEERRTFEIDELIE. & E%%—kfmﬂﬁ’]/\}dnu(ﬁﬂ_f T~
HER—IABALEF REIER CERRN I FHRAARAMARZ RS, (2) [
ZRHTREALERZEHIFEAEADE X BENNRE . BN DPAEEEMAT
VBN E T

At the request of the Entrusting Party, the Entrusted Party shall take measures, including but
not limited to the following: (1) all steps necessary to clarify the matter and remedy the
security incident without delay, including but not limited to stopping illegal processing,
recovering lost or damaged personal information (if feasible), eliminating all impact caused by
illegal processing methods or measures, upgrading and optimizing technical and
organizational security measures, etc.; (2) providing the Entrusting Party with necessary
information and assistance to record the event and, as appropriate, report to the relevant

regulatory authority or notify the personal information subjects.
RSN
Miscellaneous

EARYMMERET HXK. BEVNMERZENAL. RE. AEH. SRIRRAMEERK
EHEEREH S AEERE RN EMEMARFREFNERLT, RELGEBEEES
RESERE (08) NEMERTASIEIS ZEXMAERE. X fAfi. #ik.
MEMER, SEERER. FEIBARNRK, F/310ABEBEFHBAERIHD
AEEAEMRHEANEMEAIFEIEE, BERET EXEK. WENBEZENRI. K]
. AE8. SRRANERMEBR, IR EREEXIRE.

Without prejudice to any other rights or remedies of the Entrusting Party, its related parties,
affiliates and their respective employees, agents, contractors, senior officers and directors
under the laws of China or in connection with this Commitment Letter, the Entrusted Party
shall be liable for all losses, expenses, liabilities, claims, damages and fees, including legal
fees, loss of profits or revenue, and/or any claim or allegation brought by personal information
subjects or government authorities regarding the processing of personal information arising
out of or in connection with any breach by itself and its subcontractors (if any), and
compensate the Entrusting Party, its related parties, affiliates and their respective employees,

agents, contractors, senior officers and directors, defend for them and hold them harmless.
16
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10.2

10.3

10.4

10.5

AEBEREZIERFING, BRREAEEBZ BREXN, BREARN [EHGA EFRERI
MZRHHESEE (WH) ERARERSKFERERPEAENENNEX, EFAEME
FHEFEEENAARRE R FRRFRMBOFNERLT, ZREHGABENZIERRE
R BN AEBEATRE. ZIEHFBARER [30] HPEBMZIETNAR, THEME
HE A IEAEE R

After being confirmed by the Entrusting Party, this Commitment Letter shall come into force
as of the date of execution by the Entrusted Party and shall remain in force for please insert
the term of validity. If the Entrusted Party or its subcontractors (if any) breach this Commitment
Letter or any of the requirements under data protection laws and regulations, the Entrusting
Party may terminate this Commitment Letter at any time by giving a written notice to the
Entrusted Party without taking any liabilities for breach of this Commitment Letter, without
prejudice to the rights and remedies granted by laws and regulations and this Commitment
Letter to the Entrusting Party. The Entrusting Party may unilaterally terminate this
Commitment Letter without any reasons by giving 30 days written notice in advance to the

Entrusted Party.

FABRARBARZIEZH, SEANRBEZRETNERE, AERELTEAEAEESE
REMDPAGEERAEBE, HMRAEZELEN N AGEEHEERESIERES K
tiﬁg*o

Upon expiration or termination of this Commitment Letter, the Entrusted Party shall, at the
option of the Entrusting Party, return all entrusted personal information and its copies to the
Entrusting Party, and delete all entrusted personal information and prove to the Entrusting

Party that the aforesaid requirements have been fulfilled.

MRZFEHBXFSREBEAEFELEN ARG B UBTEIERIPOEEIEN A2
X%, WEISEEARERUTHE: (1) I REE FEIRERPARMEMRF
MXF L ENEZEMTE ARBZEMAGEN—REE; (2) REGRIEZEFD
AEENREN, FHFLREFEMIRBLENRERIPEEZIMILIETES].

If the Entrusted Party is obliged to retain any entrusted personal information in order to meet
its mandatory obligations under data protection laws and regulations, the following provisions
shall apply to this extent: (1) the Entrusted Party shall retain only one copy of such personal
information to the extent and scope that is necessary to comply with its mandatory obligations
under data protection laws and regulations; (2) the Entrusted Party guarantees the
confidentiality of such personal information and will stop any processing activities other than

storage and taking necessary security protection measures.

mﬁ%WA*ET%WﬂﬁX R4S ﬁﬂ
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10.6

10.7

10.8

10.9

10.10

After the expiration or termination of this Commitment Letter, clause 10.1 and clause 10.4
shall still remain in force as long as the Entrusted Party retains any entrusted personal

information.
WARRER R EEMBLPLTE. HAERETTHEEZELTNELTERR.

Any changes, amendment or revisions to this Commitment Letter and any part thereof require

the prior written consent of the Entrusting Party.

RABERNEER . BEMETURBARRERS RS ZAXNEFSFINEZ P EZE
BERE. AARERFERS AN [() ZR [E5ERR] AENFIUE
RITAMR; (i) BRZPEEGFZFTRZMEZERASEAILRMNE.] [ FRE
STE 18 IM) Belii) Tl FEFER —o ]

The execution, interpretation and performance of this Commitment Letter and any disputes
arising out of or in connection with this Commitment Letter shall be governed by laws of China.
Any dispute arising out of or in connection with this Commitment Letter shall be [(i) resolved
in accordance with the dispute resolution approach agreed in [name of the master
Commitment Letter]; or (ii) submitted to China International Economic and Trade Arbitration
Commission for arbitration in Beijing.] [Note: Please select either (i) or (ii) based on the

actual circumstances.]

ARFERPEMFTBOAENTEERNT T, HFFRNTIEE R Z WA RE
REMER, BRERRETEERINFRNEE BRI NFER.

If any provision of this Commitment Letter is held to be invalid or unenforceable, the invalidity
of such provision shall not affect the other provisions of this Commitment Letter, and all

provisions that are not affected by such invalidity shall remain in full force and effect.
AR RN R A A RE R ER TS, 5ARIERIEXEFRER.

Any Annexes to this Commitment Letter shall be deemed as an integral part of this

Commitment Letter and shall have the same effect as the text of this Commitment Letter.
ARG R VAR SCRIRSC PR, AREXXABEFEEEAES, XX,

This Commitment Letter is written in Chinese and English languages. In the event that any

discrepancy exists between the Chinese and English versions, the Chinese version shall prevail.

18
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FFRW
Signature page

R (VEERNARRENPNEERE N FEETNASRBANA. LROHAT, &
XU ERETEETHHRTRAKS . FXHLRABELL SEEFHL.

Note: This part should only be completed if applicable laws or internal rules require handwritten

signatures of the parties. In any other cases, this Commitment Letter will be in force without a

handwritten signature. This Commitment Letter shall be in written form, including in electronic form.

ZH7G: [RENETHRARA]

The Entrusted Party: [click to insert ]

BRORARAZET

Signature of the authorized representative:

HH:

Name:

R
Title:

HER:

Date:
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Signature of the authorized representative:

HH:

Name:

BR%:
Title:

HER:

Date:
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B 1. B EEE

Annex 1: Data Processing Questionnaire

AR <PDAEEERREAERY NARES. ARE A ZIEAEEKREN, [% 8.
ERFRERREER, H5C #AESSHE (WEMA) HA.

This Annex is a part of this Commitment Letter of Personal Information Processing on Behalf, consisting
of Part A. Basic Information of Entrusted Processing, Part B. Data Protection and Information
Security Measures, and Part C. Approved Subcontractors (if applicable).

[B% A ZIELEREEER

Part A. Basic Information of Entrusted Processing

1 EEHER

Subject Matter

BRI 2B EES RSB XN E IS EM (RS) L (BRI, BIETREM
BRE5RE, DURZRFMAS R/ ABZEFTNDALE. 01 SELEEZREFEE X L, 2t
XXX 84/ BR%5, B XXX B R/ BN ARRE (BENDARETARDE AL 3FIES, Ak
MRS FAIESE A S SHEAS).

IPIease describe if the Master Agreement or other (service) agreement (“Relevant Agreement”) exists, to which
the above entrusted processing relates, the type of the Entrusted Party’s service, and how the Entrusted Party
involves in/processes personal information provided by the Entrusting Party. For example, the Entrusted Party
signs XXX Agreement with the Entrusting Party, provides XXX products/service via XXX, processes and/or
involves personal information (the specific personal information should be filled in Section 3 and specific
service in Section 5 under this Part A.

2 R

Term

ERRE AR, MSAEXMUNEIRAR, WEAE SRR
Please specify the applicable term. In case the term is the same as in the Relevant Agreement, please fill in the
same term,

3 FEANAGEEHEE. BREE. ¥E

Types, Level of Sensitivity and Volume of Personal Information Processed

FIFADABEMER (Hi, PARBEEXMMAHTRIR), =6: %&, i, &%, AF D,
FWEE (FRmAGKKE), EATEE, TA8E, SHIES, SNEEHN, BRIFS, BRIF
PHEHS. BFEAES XD AGENEE, Tt

Please list relevant personal information types (bold and underline Personal Sensitive Information), e.g. name,

address, phone number, user-ID, vehicle data (please specify the specific types), credit card information,

customer profiles, ID_number, scanned copies of ID card, driver’s license number, scanned copies of

driver’s license, etc. Please describe the volume of each type of personal information. Can be estimated.|
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4 BUERE. REFHHRANER

Locations and Durations of Data Processing and Storage

EHIRFENAEEEHDERRENA, M BRALKEHANE, URFEEFNRMESEE
B Gzf2) HED G, 1FRH LA AT .

Please list all the locations where personal information is being processed and stored - for example, data
centers or offices and all locations from where (remote) access to personal information for testing and

maintenance purposes takes place. Please specify the city of the Iocation.\

5 ANAGERAEEINEN. FXMERE:

Purposes, Methods and Scope of Personal Information Processing Activities
SRTEHNE 3 FHERAPREN D AGRLENERTRETIIRS:
The Entrusted Party shall provide the following services for the Entrusting Party in relation to the types
of personal information specified in Section 3:

(1) EERRARERTE TRAENASENEN, MRBRAZNAEEE; MR (2) BAKMEZ
RARERFREN D AGERHITHAERE, RBPANEEEREREMB SN AMEEHEXNENIE,
FlansE. FiE. A NI, FHE. = A7 MRS . mzEEC L= EHEXHINE, 7L
REUVA TS| AR SGEIR NG I BN ZFETTRBEA R I XXX 5%, REFXTFOE A 58 3 FOF RN
PAEEH XXX BRSS

(1) Please briefly describe the purposes of processing personal information under this Commitment Letter, such
as the scope of cooperation agreed in the Commitment Letter; and (2) please describe in detail which
processing operations the Entrusted Party performs with regard to personal information provided by the
Entrusting Party. Processing of personal information means almost all kinds of handling of personal information,
such as collection, storage, usage, processing, transmission, supply, publicity, deletion, etc. Should this already
be described in the Relevant Agreement, a reference to the Relevant Agreement may be used: e.g. “according
to article XXX in the Relevant Agreement, the Entrusted Party provides services about the personal information
under Section 3 under this Part A.”

6 RN AERER

Personal Information Subject Involved

HEAFEREEAN, ZELENPAGERAREXRBENERAN (PARBREE) MTHAR:
In the context of this Commitment Letter, the natural persons (personal information subjects)
identified or associated with the personal information entrusted to be processed are as follows

EEARIR AR S P EEAEN A A S EFFARE XN ERAARE, fim, £ATNER, XXX R
FHER, XX NSANAR, 8, #EES. &ETHNEREZERMR, FEEIXNFEHH5]
F: fign, “EXihil/BEsE XXX FEMERSERNAR . "BEFERH 14 B5REFANDAE
B, 1B RFHFHERRE.

Please describe in detail the types of natural persons identified or associated with the personal information
entrusted to be processed in the service, e.g. employees of company XXX, customer of service XXX, users of
application XXX, drivers, suppliers, etc. In case this is already described in the Master Agreement, a reference

to the Master Agreement shall be used: e.g. “the persons concerned by the services are described under article
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[B% B. #EFRIPRIEEREHEE

Data Protection and Information Security Measures

TREEMERM TREAE L 7ERE WER), UREHEREEZE (UEHRAE
XERER, HFEBERNRERENTHIL).

The Entrusted Party’s name has_implemented the following basic_measures and additional
measures (if applicable) in order to safeguard the data and information security (check“®” for the

existing measures, and add descriptions when necessary).

AESAFERAZRLT LA EREGRITRESReEE, MUREEIRELEENN L2 M.
This part shall be used to document the data protection and information security measures implemented
by the Entrusted Party in order to safeguard the security of data processing activities.

BIBERFPRESZERERERTERP BIRHITHE: LEPAGRREENRZNR
SHMEME, TEME, AR (TERM) . ARERESRER XNEEEN T ER/P
BRI FE.

Each data protection and information security measure shall be categorized according to its primary
protection objective: the confidentiality, integrity, availability and resilience (recoverability) of the
systems and services involved in the processing of personal information. Organizational and process-

related measures supplement the primary protection objectives.

THIENFAETHERFEDFTEHRE, SREHFTERRBREAGEARER T ESRPIIK
o DAERARSEENTH EATRANERER, BERIERTESRE T EEENMSE (Fimn
BSI, ENISA, NIST, TeleTrust).

There is no requirement to implement all of the actions listed below; the Entrusted Party needs to ensure
that the overall level of protection is appropriate according to the state of the art. The state of the art
comprises established and effective measures that are currently available on the market; national or
international standards offer greater specification (e.g. BSI, ENISA, NIST, TeleTrust).

1 () VrEiEsH

(Physical) Access Control

EX: PRV [AEH 5B KB K TR IEREFZ A R AE B AR m F X g3
IR ).

Definition: Physical access control means the actions taken to deny unauthorized persons physical access
to locations and areas in which personal information is processed.

1.1 EAHEE

Basic measures

BRIV ITREE, RAR
BUEEARENR, BETERBE
B A SEI IR F) R B AR HRE BRI

Whether control can be realized Basic measures are mandatory, please
and descriptions state your reasons or alternatives
below if none of the basic measures
have been taken

BRI

No. .
Basic measure

1 | AEREEREAR | O |
23
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BEARERELIRIA, MRARK
BUEEARER, HETERBE

A B A SRR ] R B AR R E s B ETE
No. . Whether control can be realized Basic measures are mandatory, please

Basic measure . ;
and descriptions state your reasons or alternatives

below if none of the basic measures
have been taken

Security guards
employed by the
company

2 | HEEEIRF [
Door access cards in

place ]
3 | #ET 24 NHEBE O |
RIRERS

24-hour monitoring
and alarm system

deployed

T
Working location:

MIBEN A BT !
O Daimler office

BRARDAGR
O JV office

E1EH D AHET l
| Partner office

Hith |
| Others
ZIRARMNKRE:
Laptop distribution

BN !
O Daimler owned

AEHRE !
O Partner owned

BE |
O Self-owned

Hth !
O Others

(BT, EEMEMTE)

(Please add here if necessary)

1.2 7

Additional measures

BR <D AEREIERE AR Ry FINEARZERIN, 7 SEHEHIRY [BHRHIEREL T LA THRLETE?
(15X 2 SR B AE N FE T DL B ik EFRIT)

In addition to the basic measures listed in this Commitment Letter of Personal Information Processing

on Behalf, which of the following measures have been implemented for the purpose of physical access

control? (check“[m” for the existing measures)
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ol et A A SEH G R A AR
E k=Y .
No. . Whether control can be realized and
Additional measure —
descriptions
1 SRR EEERE
Rules and regulations for visitors in place [
) ESREEICAR &
Equipped with lap-top anti-theft locks O
3 VB SRR X R R 2 B E =%
Strict management of access to special areas such as
computer rooms, etc. O
4 MEHEIEREEAE
Availability of all door access records O
5 HREBRME, BEERRNNDER R
Prompt response management and process for the triggering
of alarms O
6 EEBELY (ZXELR)
Document shredders in place (cross cutting) O

MRARREE TR, BRABRITERRER.

If none of the additional measures has been taken, please state the alternatives or reasons.

C(NBE, BEHRMTE)

(Please add here if necessary)

1.3 MRMEHEHEFNER FARESR, HENT X% EEE R RE SRR TR
BB -
If physical access control is not applicable to this Commitment Letter, please briefly
state the reasons or provide additional remediation control descriptions below:

(NBE, EEARR)

(Please use additional sheet if necessary.)
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2

(R%) hEEH

(Systems) Access Control

EX: RS REFZEBRERBMEXTHERERNNARERBIELERSR.

Definition: Systems access control means the actions taken to prevent unauthorized persons from

using data processing systems.

2.1 BN

Basic measures

No.

EA L

Basic measure

B 7 AT SEIE Il R RO IR
Whether control can be realized and
descriptions

EARfEEEVITCRIE, R
ARSRBUETEARER, BET
E RSN R ER B KR
Basic measures are mandatory,
please state your reasons or
alternatives below if none of the
basic measures have been taken

RRVAHE TS
ySERLE

Appropriate user ID and
password protection to
access the systems

BERTRERMG
Installed anti-malware

HBE TP AIE

Installed firewall

’ (PNEE, BN *NFE) (Please add here if necessary)‘

EUY AT BRLETTR]?

2.2 #FEIEHE

Additional measures

BR <P ABEREIEAEAERY PREAZRIN, NXERATEES (A FIRBIAIAL) B

(B B REUHIAE R8T LA E 7 I EARIT)

In addition to the basic measures listed in this Commitment Letter of Personal Information Processing
on Behalf, which of the following measures have been implemented for the purpose of systems access
control (user identification and authentication)? (check“[” for the existing measures)

A FEHEHE B Al S ) K B iR
No. ooA Whether control can be realized
Additional measure and descriptions
1 ERIRBUR LA #1753 1) 10)
Information access categorized by sensitivity level lD
EEEEERS
2 . . .
Domain controllers designed and implemented lD
3 BERSRERERENESEES
Domain controllers operated and maintained normally lD
A SREARD RGBT FRE LI
Strong-password strategy has been used lD
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A FEHEHE A A SEI R H R A kiR
No. oA Whether control can be realized
Additional measure and descriptions
ZHERFEERESTHEL
5 Abnormal login alert can be triggered lD
6 RFET KSR DR 2SR
Clear authority allocation for system access accounts lD
MARZRE BT SENR, Wikt
7 Penetration test has been proactively carried out to check the
security of application systems [
8 RIBFFREESRP RS, 2EHBT S/ ZEERIA
UEE B
Hardware token and/or two-factor and/or multifactor
authentication procedure has/have used based on the level of
protection for the stored information [

MRARREE TR, BRABRITERRER.

If none of the additional measures has been taken, please state the alternatives or reasons.

(WNEE, BERERE)

(Please add here if necessary)

2.3 WMRRGEHEHEFFERAFARESR, FENT XIEEE B A RE SR M 7
A
If systems access control is not applicable to this Commitment Letter, please briefly
state the reasons and/or provide additional remediation control descriptions below:

(NEE, EERARDT)

(Please use additional sheet if necessary)\

3 (RAPXF) whEEs

(User Rights) Access Control

EX: (APRF) UMz S 4E 8 REUE XTI R E AR E R R A RN AT IR
W5 ERPEN N EREF AR AL RS Z AR ERRREREFLETERIER. ).
ERREBREMDARR,

Definition: (User rights) access control comprises the actions taken to ensure that the persons
authorized to use a data processing system can only access the data corresponding to their access
authorization and that personal information cannot be read, copied, amended or removed without
authorization during processing or use, after the data has been saved.
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3.1 EAHE

Basic measures

BEAERRLIURIA, MR
RRBUEEATER, BET

A B A LI F) R B AR Ei RN RE S B R E R
No. e Whether control can be realized and Basic measures are mandatory,
Basic Measures .
descriptions please state your reasons or

alternatives below if none of the
basic measures have been taken

1 MBTETFKSHE | O
I R R EE
Account-based data
access authorization
management deployed

C(NBE, BEHATE)

(Please add here if necessary)

3.2 #FEiENE

Additional measures

R <P ABEREITAERE Ry PIEARZERIN, B (B ARF) TR ISR T LT
LEATR?  (GBXEREAAE R L m7iE EFRIT)

In addition to the basic measures listed in this Commitment Letter of Personal Information Processing
on Behalf, which of the following measures have been implemented for the purpose of (user rights)
access control? (check“[m” for the existing measures)

B 7 AT SEIE I R B R
Whether control can be realized and
descriptions

I

Additional measure

RGN AR NERENE BEEXEEE X H
#

Authorization and role concepts at the system
application level are documented and described ]
RS B HE R B T R BB X LR
Approval and granting of privileged account is
documented and described [
EEHTENEE, NUKRETL

Regular self-examination on changes in positions and
functions ]
XS EERE I EARK
Availability time can be set for relevant accounts n
PANEEE#EEERERNE

Personal information is stored and transmitted with
encryption ]
HERIEH R B UER

Available records of modifications and deletions to logs O

MRS R ERYE AT 52 AL THE S/ MY PR PR B 32T Y
Access restrictions are imposed based on principles of
need-to-know and least privilege ]

No.
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— 2 SIS R AR
No. AdditicE;naI measure Whether control can be realized and
descriptions
8 FEMAMEFIMERT B

Separated development test and production environment |

MRARREE AT, BRABRITERRER.

If none of the additional measures has been taken, please state the alternatives or reasons

(NBE, BEHTE)

(Please add here if necessary)

3.3 WMR (AFRH) WHEHEHIRERFARER, BENT XKIREEEHERERR R
SR FEAE AR -
If (user rights) access control is not applicable to this Commitment Letter, please
briefly state the reasons and/or provide additional remediation control descriptions
below:

C(NEBE, BEERARR)

(Please use additional sheet if necessary)\

4 HEEH

Disclosure Control

EX: WEERHREARRERFEHERED. FREAEEIREPFREZSFERE LEHTTRE
HFAREENANEEN. 6. SRS AMEEMRINMNITE, FHHREIEHEMEEM
AL EFAHEERREER D AGEMNEXT R

Definition: Disclosure control refers to the actions taken to ensure that personal information cannot be
read, copied, amended, or removed without authorization during electronic transmission, during storage
on data media, or during transit on such media, and to ensure that it is possible to establish and review
the points at which it is envisaged it will be necessary to transfer personal information using data
transfer facilities.

4.1 EAXHEE

Basic measures

EAERELICRBA, MR
RRBUBEAFERE, BET

A B A SRR ] R B AR E RSN R ER B KR
No. | =™H Whether control can be realized and Basic measures are mandatory,
Basic measure ..
descriptions please state your reasons or

alternatives below if none of the
basic measures have been taken.

1 EHEEREBAEZR
=EHEExk

Check the list of

recipients regularly for

changes [
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(NBE, BEHATE)

(Please add here if necessary)

4.2 #FiEHE

Additional measures

BR <D AGRERAEFRIERY FREARERIS, AL EEGIRE T ATWLETE?  (F
X 2 SREXAIAR Rz HE e LA “ I ik FEARIC)

In addition to the basic measures listed in this Commitment Letter of Personal Information Processing
on Behalf, which of the following measures have been implemented for the purpose of disclosure control?
(check“[” for the existing measures)

=75 T LR ) R B HIR
Whether control can be realized and
descriptions

#FEfhlE

e Additional measure

|| BEtRREmE
Encrypted data transfer ]D
EAEE R BN R EMNE G ZINERTRA

2 Electronic signature is deployed in email for integrity

protection and anti-tampering \D
3 | USBARXIENREDEM

USB deactivation O
4 PGB X EER S NE FiE

Encrypted storage of personal information data \D
5 AERNHINEHHARETEHE

An Intrusion Detection/ Prevention System in place ]D
6 BEPAEENELEBSEREETE

Available forwarding log records involving personal
information O

WMRARRBUE TR, BRABRITDERRERR.

If none of the additional measures has been taken, please state the alternatives or reasons

C(NBE, BEHAT)

(Please add here if necessary)

4.3 WMREEEHSAFERT THRS FTXE, HEN T X% & ZE AR R SRR
T HR:
If disclosure control is not relevant to the service subject to this Commitment Letter, please
briefly state the reasons and/or provide additional remediation control descriptions below:

C(NBE, BEHMTE)

(Please add here if necessary)
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5 HAZH
Input Control
EX: WAERG RSB REE XTI RESFREMIERDT, Mt ELRELERGE TN
PAGERBEWRA BERHEBE, NUERIITHIRMENNEAR (WH).
Definition: Input control refers to the actions taken to ensure that retrospective checks can be carried

out to establish whether personal information in data processing systems has been entered, modified,
or removed and, if so, by whom (if any).

51 BN

Basic measures

TE 3R I KA o

No specific basic measures are mandatorily required.

52 #FEIEHE

Additional measures

N, | W S LIV R AL

Additional measure Whether control can be realized and description

1| PAGERENENNEICRERTE

Available records of modifications and deletions to logs | [

MRARREE IR, BRABRTTERRER.

If none of the additional measures has been taken, please state the alternatives or reasons.

C(NBE, BEHRMTE)

(Please add here if necessary)

53 MWMRBHANLFSAFERT THIBRS TR, BT XI55 2 1 A R B SR R s
Tl
If input control is not relevant to the service subject to this Commitment Letter,
please briefly state the reasons and/or provide additional remediation control
descriptions below:

(NBE, EEARR)

(Please use an additional sheet if necessary)l

6 SEHESF

Subcontractor Control

EX: HEEEREBRYREMEXITHHRIZESBEHRERNE ZFEHRHEEN 7 BTN
SRANERRIPRERLEHEER.

Definition: Subcontractor control means the actions taken to ensure that subcontractor is able to
comply with the data protection and information security measures imposed on the Entrusted Party in
the same manner as the Entrusted Party.
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6.1 EIAKIEE
Basic measures
oo K
No specific basic measures are mandatorily required.
6.2 AT
Additional measures
No, | T 27T RIS B AR
* | Additional measure Whether control can be realized and descriptions
1 | REENEHEE
Self-examination by subcontractors O
2 | REEHXNSEEHTEHIT
Regular audits on subcontractors are carried out | [J

MRARREE IR, BRABRITERRER.

If none of the additional measures has been taken, please state the alternatives or reasons.

C(NBE, BEHATE)

(Please add here if necessary)

6.3 MRASVHFEHSARERR THIRS TXEK, BENT KIREGEE R RERRIR R
Shah 7= i AR -
If subcontractor control is not relevant to the service subject to this Commitment
Letter, please briefly state the reasons and/or provide additional remediation control
descriptions below:

(B, BEARR)

(Please use an additional sheet if necessary)l

7 AR

Availability Control
EX: FJAMEFEEEIRBEXTHHEDAGEE TEZBIMUIREEX.
Definition: Availability control means the actions taken to ensure that personal information is protected
against accidental destruction or loss.

7.1 BAIERE
Basic measures
TR HI E K.

No specific basic measures are mandatorily required.
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7.2 R
Additional measures
: . A A SEH R R B AR
No. %b}?ﬁﬁﬁ Whether control can be realized
Additional measure 2l cesat e
1 EEEE T NAR &N
Contingency plans in place lD
) HENERERCREENE
Available records of monitoring server rooms’ temperature and
humidity O
HMEREER FERN S
3 Server rooms have fire and smoke alarms ]D
EEAN AT
4 Documentation of contingency plan tests ’D
5 EERLKRTTR, FHETR
Presence of redundant wiring and storage ’D
6 B, SEMEBTHA, B, FEtTEBFEFRE
Physical protection systems in place, e.g. fire protection, A/C,
uninterruptible power supply, etc. IE]

MRARREE TR, BRABRITERRER.

If none of the additional measures has been taken, please state the alternatives or reasons.

C(NBE, BEHRMTE)

(Please add here if necessary)

7.3 WNRW MRS AFRERT T RRS I RER, BN T X i 82 8 0 R SR ftaR
Shah g I AR -
If availability control is not relevant to the service subject to this Commitment Letter,
please briefly state the reasons and/or provide additional remediation control
descriptions below:

C(NEBE, BEERARR)

(Please use an additional sheet if necessary)\

8 SBERN

Segregation Principle

EX: 2B RNER B REE KR L TR E BN ERNEIRETT S 5 L2
Definition: The segregation principle requires the implementation of measures to ensure that data
collected for different purposes can be processed separately.

8.1 E&IHE
Basic measures
TR HIE K IE .

No specific basic measures are mandatorily required.
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8.2 HFTIHEIE
Additional measures

: . A A SEI R R R AR
No. %bfﬁﬁﬁ Whether control can be

Additional measure . .

realized and descriptions

1 HIESEMEMXEERER: 8. RE. KU

Data are separated at relevant levels: separation at physical level,

separation at system level, separation at data level ]
) EENFERAHRT T EHEE

Regular self-examinations carried out to ensure compliant usage n

MRARREBE TR, BRABRITERRER.

If none of the additional measures has been taken, please state the alternatives or reasons.

C(NBE, BEHATE)

(Please add here if necessary)

8.3 WMRDBENSARERT THIRS TTXE, BEN T KiMEZE R REESK RS
T HTR:
If segregation principle is not relevant to the service subject to this Commitment Letter,
please briefly state the reasons and/or provide additional remediation control descriptions
below:

(MBE, BEARR)

(Please use an additional sheet if necessary)

9 HARERHRE
Organizational Security Criteria
EX: HAZEIRERERTRIP O AGE RN RN SHE.
Definition: The organizational security criteria are the rules and procedures used to protect personal
information.

9.1 HAKHEH
Basic measures
Tesa i K.
No specific basic measures are mandatorily required.
9.2 HFTIHEIE

Additional measures

N : B A LR F) R B AR

#FEFElE Whether control can be realized

and descriptions

RAIRER EF BRI BEARIBAIRL 0

Legal department and IT department in place

) EEAMEXESLEEEER: LW 15027001, FRREFIANL | O
GB/T 22239, iE— R HE FUILM)

e Additional measure
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A A SRR ) K AR

N i
No. Wfﬁaﬁ’tﬁ Whether control can be realized
Additional measure e
and descriptions
Relevant information security management qualifications: such as
ISO27001, multi-level protection certification GB/T 22239, please
provide qualification certifications)
3 EEEX THIXDMAGERLZ2EHAB L ERIE O
Handling and implementation process of personal information
security incidents
A ERERFEHEEMNRRE O
Appropriate incident management system in place
. | AARBREERHTR TR EARE O

Security awareness trainings are regularly carried out for employees

MRARREE TR, BRABRITERRER.

If none of the additional measures has been taken, please state the alternatives or reasons.

C(NBE, BEHRMTE)

(Please add here if necessary)

9.3 MRARZREIROESEFRBRIN THIMRS TR, BEN T XIREE E ARE SRR

MO FEAE I RA

If organizational security criteria are not relevant to the service subject to this

Commitment Letter, please briefly state the reasons and/or provide additional

remediation control descriptions below:

C(NBE, EEARR)

(Please use an additional sheet if necessary)l
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B% C. HUESEE (AER)
PartC  Approved Subcontractors (if applicable)

1 #ESEH

Approved Subcontractors

AEFER i (1)

Subcontractor’s name, address (1)
Z R |
Name
it !
Address

EFIN

Contact person

BAEI

Contact information

2 SEBRENERER

Brief description of the functions carried out by the subcontractor

(FERB X IR A EBEHIFEHEE)

(Provide details for any other subcontractors)

ZRANHR, ERSEEZ (PAGSERAERERY FFIXSHMARRKIT 0% B
N BIRRIP R IE B T 2.

The Entrusted Party offers assurance that the subcontractors listed here are bound by the obligations of this
Commitment Letter of Personal Information Processing on Behalf and have implemented corresponding
data protection and information security measures specified in Part B.
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