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fERWHE:

Instructions:

1.

A ANDABEREZDD BRIREATREY FEPELFEANPABELEEQRF IR
NN AERAEENRNE/SERFREDIABERNIER.

This template of Personal Information Sharing Agreement is applicable to the scenarios where

Daimler Truck China Company, as a personal information processor, provides personal

information to the supplier/partner that is also an independent personal information processor.

BEMNFIXF

Roles, rights and obligations

BBHREPEAFAE

Role of Daimler Truck China

Company

RIS
The Providing Party

HNE/ EERERE

Role of supplier/partner

=20 05]

The Receiving Party

CUSERST= 0PI SE D

Purposes and methods of

Bt 1185 A RNATERGTEBAE; M 1 85
A Z MBI BITRE

Subject of liabilities

processing The content in Part A of Annex 1 should be agreed by both
Parties; those beyond the scope of Part A of Annex 1
should be determined at the Receiving Party’s own
discretion.

RIELHE RFAEWTT 273778 SHAEBITARIBIRE

The Providing Party and the Receiving Party shall be

respectively liable for their own processing activities

BE/MABR/ N ARMER
Obtain the individual’s consent/the

individual’s separate consent

TiE1#j‘j_if_¥/\}\1m SN 'ﬁﬂy?gf/l\}\ lﬁ.l %ﬁ o

The Providing Party needs to obtain the individual’s

consent to process personal information.
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HEMBERTBTRENARE (8F N ABIRE
=, miEA)

Regarding whether the Providing Party needs to obtain
the individual’s separate consent with respect to sharing
personal information with the Receiving Party: (1) for
processing activities within the scope agreed by the
Receiving Party and Daimler Truck China Company (Part
A of Annex 1), Daimler Truck China Company is
responsible for obtaining the individual’s separate
consent; (2) for the Receiving Party's processing activities
beyond the scope agreed with Daimler Truck China
Company (Part A of Annex 1), the Receiving Party is
responsible for obtaining the individual’s consent

(including individual’s separate consent, if applicable).

BT AE B RPN RIFTH NFAHITHAEBRIPZIDITME

Carry out personal information The Providing Party shall carry out personal information
protection impact assessment protection impact assessment in advance.
BHIWMAXSE . RHETNEDASHEETHORMR KR L
Rights and obligations of the EEK. LRETAMAZNPARERRE

Parties The Providing Party shall inform the individual of the

Receiving Party’s name, contact details, purposes and
methods of processing, and types of the shared

personal information
o REFAREDPANEZENNRAER

The Providing Party shall obtain the individual's

separate consent to the sharing activities.

. BRUGRERSITABRMEBENLEBN. LHE
HHAMPAERXREMEERLENARGER

The Receiving Party shall process personal
information within the scope of the purposes and
methods of processing and types of personal
information that the individual’s separate consent has

been obtained.

. BRUGBLHEBRENARHREENLEEN. &
BLAN, NEFRSIARE

The Receiving Party shall re-obtain the individual's
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consent if the processing is beyond the purposes and
methods that the individual’s separate consent has

been obtained.
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et
Applicability

K ADABBHEZDUO AL ERFEEGENRRGRHARS ERM T
TEENERES, FASRELGHRERINDAGELEELBERHETTRAN DAL
B, ATBIREZFIAFENLEEN. 77 XMCENMEXEE.

This Personal Information Sharing Agreement (this “Agreement”) shall be applicable to the
relevant activities in which the Receiving Party, as a personal information processor
independent from the Providing Party, processes personal information provided by the
Providing Party and determines the purposes, methods and scope of personal information
processing at its own discretion when providing services for or cooperating with the Providing

Party.

R 1 FRAERE (1Y) 5 A BXGHBES, AU 165 B
HEWGES. BRGEBTANNERES, URNADILEF 1 HESHTERM
g, ENEREMRHAFER”ATELTHER.

Part A of Annex 1 - Data Processing Questionnaire (“Annex 1”) of this Agreement shall be filled
in by both Parties. Part B of Annex 1 hereof shall be filled in by the Receiving Party. If the
Receiving Party needs to update or modify the information in Annex 1 hereof during its
performance of this Agreement, it shall promptly notify the Providing Party and obtain

Providing Party’s prior written consent.

EX
Definitions
AN A

Under this Agreement:

“BIRRIEEMZENIEER TIRESIER SN, BEPAGEELRE BIELZE RN
BLRENAELEE. ZHMERRE, S8RETRET <hEAREMENAEGEERP
EY. KHEARJNEHIEZSEY. (hEAREMEMEZSLE £,

“Data protection laws and regulations” mean all laws, regulations and national standards
regarding personal information security, data security and cyber security applicable to the
Providing Party or the Receiving Party, including but not limited to Personal Information
Protection Law of the People's Republic of China, Data Security Law of the People's Republic of
China, Cybersecurity Law of the People's Republic of China, etc.

“BHRRIP ISR REHEE TS A 1 8% B TS IR IA R B A I AL
B HETAMI T BHELE.



2.3

2.4

2.5

2.6

2.7

3.1
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“Data protection and information security measures” mean the measures listed in Part B
of Annex 1 hereof and other measures agreed herein or required for the performance of this

Agreement.

‘HEMEHEARKNE, HFAMNZBER, FEEEEFANITERR. RIRTE
XMEEHX.

“China” means the People's Republic of China, for the purpose of this Agreement, excluding

Hong Kong Special Administrative Region, Macao Special Administrative Region and Taiwan.

“REEEENAGENKE. FE. R I Fa. =1 2 WREEDD.

“Processing” means the collection, storage, use, processing, transmission, provision,

disclosure, deletion and other activities of personal information.

“PAEREURFREAMAXIERN S SR HETRINERAE XN ZME
B, TEEERLLERNESR.

“Personal information” means all kinds of information recorded electronically or by other
means relating to identified or identifiable natural persons, and shall not include information

after anonymization.

ANEBRLBE A BHIRBER . KRR EMERIRRREBE. 5
B Bk EARH. EELEREGH KD

“Personal information security incident” means unauthorized use, unauthorized or
accidental modification, damage, disclosure, tampering, loss, unauthorized transmission,

unauthorized processing, and other forms of misuse of personal information.

“PAGRLEEHEECAGELEENHETRELEEN LB HXNAR DA

“Personal information processor” means an organization or individual that independently
determines the purpose and method of processing in personal information processing

activities.

=&

Confidentiality

BT RIEX EE AR T RBAI S E MR T B IA —E BB R B
HRIERASEZEERAEME=FHEHHLEE=TRIZEER, NEFSAMH
WHEXHNENFERZEEE, BENAETEELER K ZEEROEXFEFREME
MAR (BFEEARRFERI. KE. BE. AEE. SRRRMES) WE, W55
THEAEMNE LRI

The Receiving Party undertakes that it shall keep strictly confidential of all the information
7



3.2

3.3

3.4

3.5
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known to it or received from the Providing Party hereunder. The Receiving Party undertakes
that it shall not disclose such information to any third party, shall prevent such information
from being acquired by any third party, shall use such information only for purposes related to
this Agreement and shall, only when it is strictly necessary, disclose such information to its
personnel (including but not limited to its employees, agents, consultants, contractors, senior
officers and directors) who are obligated to comply with the confidentiality requirement,

unless otherwise agreed by both Parties in writing.
BE, ERFEEABEHAERTTIESR:

However, the aforesaid confidentiality undertaking shall not be applicable to the following

information:

(1) #ZEk, BRHEEMERBITREXSNE=ZTEERBNER;
information that has been proven to have been lawfully obtained by the Receiving
Party from a third party that is not subject to the confidentiality obligation;

(2) HEBEWHRERADUXSAENERLT, EEAARAANIESEHAR
HEUFMIER;
information that has become public knowledge or has entered into the public domain
without any violation of the obligations under this Agreement by the Receiving Party;

(3) &Sk, HWHERIARES TIEREFLZENER

information that has been proven to be developed by the Receiving Party during the
independent performance of its own work.

MRRHFTZ—REMRS AR BEEXFETERMITIWEBRRIPNER, BRFGFAE
EFEHFE K.
If the Providing Party is a financial services company and is obliged to comply with data

protection requirements of the financial industry, the Receiving Party undertakes to comply

with the same requirements.

BT MR IREIN R IZ R E R A R N B RHE ST A IS E R R Y T R X 55 FE
BERRNRETE, HFENZFARSREREXSHELRBESTRE.

The Receiving Party shall ensure its personnel to whom such information is disclosed to
comply with the same confidentiality obligation of the Receiving Party hereunder and to
assume the same confidentiality responsibility, and shall be jointly and severally liable for any

breach by such personnel of their confidentiality obligation.
RPN EZHAR R EFEENRENXS, ERMCEHIERDRE.

The confidentiality obligation in respect of any information obtained during the term of this

Agreement shall survive the expiration of this Agreement for a period of five years.
8
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PTABRLRERN. HAKERE

Purposes, Methods and Scope of Personal Information Processing

WAEE, REFRBADIEHE 105 AFIPRNEN. FREE, [mERERE
/\}\1lzllv_,\° *ﬁtqﬁj‘j—r—fu:j&}ﬁ/m EE,] HT%D/E.&LEEIX /l\}\'TmIL.\O

The Parties agree that the Providing Party shall provide the Receiving Party with personal
information in accordance with the purposes, methods and scope set forth in Part A of Annex
1 hereof. The Receiving Party shall process such personal information strictly in accordance

with such purposes, methods and scope.

W%FWHME$¢WWWﬁ1@%AW%m&EEM HREER, NWEKHTNE

ITHERBEIRRIPVEEMNZEN, 8. ER. 5 TERNESHERX DA ERIFK
W,ﬁﬁmﬁﬁn\ﬁﬁi#\%?%#%%ﬁﬁfAEMEWkﬁﬁIﬁ%E,u%
MAXLEANMAGENEAZH . HNNRERERRE AR DAL BT
TERES, HRBHXNAGEEANELETERR. EWITN X EBE AL
fifF 1 % A R EER. TRECERNERN P ARSLEENBITRIETE, 5
RET LXK

If the Receiving Party intends to go beyond the purposes, methods or scope set forth in Part
A of Annex 1 hereof, the Receiving Party shall, in accordance with data protection laws and
regulations, formulate relevant personal information protection policy by itself in simple,
transparent and easy-to-understand language, and provide personal information subjects with
the original text or link through website display, paper, e-mail or otherwise to inform them of
the specific arrangements for processing their personal information, the corresponding
security measures, and the channels for exercising rights with respect to personal information,
and obtain prior written consent of the relevant personal information subjects. The Receiving
Party shall be solely liable for any of its personal information processing activities beyond the
purposes, methods or scope of processing set forth in Part A of Annex 1 hereof. The Providing

Party shall not be liable for the foregoing.

BT BEHRNETRRGAZNDAGEEAE BN HEHN EAFEERHETT R
HPAER, HEZRZRBRERTHEREE. MRSKERLEIE.

The Receiving Party agrees to ensure that the personal information provided by the Providing
Party will be stored only for such period as is necessary to fulfill the personal information
processing purpose as agreed between the Parties and that the data will be returned, deleted

or anonymized according to the Providing Party’s requirements thereafter.

BN EMRIE

Compliance Obligations and Responsibilities

9
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MEHFAFEE, 8—HHAKERPEENEZAN THIRINDAGELESE, N
MEFRM D AGERAEEN M FBEENEMXFMTE. §—HNEFHEE
ARERFRIPERIEZAN T DA G B EEN R TNE K,

The Parties acknowledge and agree that each Party is an independent processor of personal
information under the data protection laws and regulations and shall independently assume
its compliance obligations and responsibilities with respect to its personal information
processing activities. Each Party shall comply with all requirements for personal information

processors under the data protection laws and regulations applicable to it.

BEWHFNXSE

Obligations of the Receiving Party

BT MAZREURRIPERMEN, R ERRREMLENDIAGEENRE.

The Receiving Party shall, in accordance with data protection laws and regulations, take

necessary measures to ensure the security of the personal information it processes.

BT MAZRREIRRIPERAENE R, RN AEE EATHEMEMRFINIEK,
BIEERRTERME. RE. B Efl. BE. ®7E. WERDABEENF, &=
ERM BB ERERIN

The Receiving Party shall, in accordance with the requirements of data protection laws and
regulations, actively respond to the request of the personal information subjects to exercise
their corresponding rights, including but not limited to rights to be informed, decide, access,
copy, rectify, supplement and delete their personal information, etc., unless otherwise

stipulated by laws and regulations.

BT NS 5 AR R TTREN D NERNARBTEERPEII.

The Receiving Party shall provide data protection training for its personnel involved in the

processing of the personal information provided by the Providing Party.

&WH?ﬁ&ﬁHkﬁﬁ%ﬁﬁﬁF&h%ﬁéﬁ EARFREXRTT . WRIBEL
BRIPERIEN, BUABTEEISMENBELZELNATAR (NMNKZLE2HT
A BHRRERTTAL AAEU%F TA%), BUHEIAUAPEBEARTES, I
BRI IRHIZEFA RN MR FRTT o

The Receiving Party shall provide the Providing Party with the detailed contact information of
the contact person for data protection and information security. If the Receiving Party is, in
accordance with data protection laws and regulations, obligated to appoint cyber and data
security officers (e.g. cyber security officer, data security officer, personal information
protection officer, etc.), the Receiving Party shall appoint such officers in writing and provide

the Providing Party with the contact details of such officers.
10
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—H2RMITEXR, BRHEER{ECEEESMLBAE, BbBHRH T ETEHRERE
BMEMEKRMEMNS, BEERBRFIERLEER. ARDAGERREZMITM
AR HRRMNEZREEE (WMEMA) FX5.

Upon request by the Providing Party, the Receiving Party shall provide the Providing Party with
the necessary information and supporting materials and assist the Providing Party to perform
its obligations under data protection laws and regulations, including but not limited to
maintaining records of processing activities, performing personal information protection

impact assessments, and applying for cybersecurity review (if applicable), etc.

BRIEMGZEPEANE, BERITNAIBREABTADNEITIRTMN SR =ERNE
ZHH.

Unless otherwise agreed in writing by both Parties, the Receiving Party shall bear all expenses

incurred by it in performing its duties and obligations hereunder.

BEHXNADIATE XD AGEENAEN R TFEFERRN#T AERTEHNE
EPEEE, BUGASEPEIMNIEBHERERNSILBATLEBEXDPARR, RE
EAPANEEEBERESMEMERHHBX.

The processing of personal information by the Receiving Party hereunder shall be limited to
the territory of China. Without the prior written consent of the Providing Party, the Receiving
Party shall not access or provide opportunities for others to access the relevant personal
information outside China, or cause any personal information to be transferred to other

countries or regions than China.

WMERGFRHREETRAENDIAGEE—STREERME=T7, BRTEELBENIR
73, AB/RHUTVPERE, HETRERDOAGEZAN TRIETTHE—TEHEME
=IREDAGENRR. BULGNSZEE=FEEWXER, EZFARANFE
AIXNAEMER. BRGNEAREGTRHXTE=ZTNREREELE, 8FETRRTF
HXERXHHIRB T ER.

If the Receiving Party needs to provide the personal information provided by the Providing
Party to other third parties, the Receiving Party shall notify the Providing Party in advance,
obtain written consent from the Providing Party, and obtain the consent from the personal
information subject for the Receiving Party’s further provision of personal information to other
third parties. The Receiving Party shall sign relevant contracts with such third parties and such
contracts shall comply with the agreements and requirements of this Agreement. The
Receiving Party shall provide the Providing Party with all the information concerning the third
parties, including but not limited to the relevant contracts and documents for review by the

Providing Party.

El%\ﬁé
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Information Security

BEWTIRIE, ERENSAEENNEAEENEIRRPLEEREHERAIEIRRH
BREMDPAGE, UBLERENAERZEE M. BERPAEEREEETE/MR
FABIHAE 1 6% B RETSIFRE. TIEAMLEEEIMHLL, U EERNAERY
HAEREGRHEZ D ANGEENHRARFEER. WREHRTRBEIERPAREIDE
MEX, INAEKTTHREEIMNIR e, WHEA ZRKETT L% SMIMETE .

The Receiving Party undertakes to process all of the personal information provided by the
Providing Party at all times by implementing data protection and information security
measures that are appropriate to the risk associated with the processing activities in order to
prevent the occurrence of personal information security incidents. Data protection and
information security measures shall not be lower than the criteria set forth in Part B of Annex
1 hereof. Regardless of the expiration or termination of this Agreement, the aforesaid
measures shall be applicable as long as the Receiving Party processes personal information
provided by the Providing Party. If the Providing Party considers it necessary for the Receiving
Party to take additional security measures as required by data protection laws and regulations,

it may require the Receiving Party to implement such additional measures.

BT NEIEEREEERAR. TRANNE, BT BIHHERESENEIRER
PRIEEZ &, EHREIHMEIT N FHNNXE XX, #5750t TIERHF
{RIESEHE

The Receiving Party shall establish an information security management system. Considering
the relevant risks, the Receiving Party shall determine data protection and information security
measures that it needs to implement, and shall regularly review and amend such measures.
The Receiving Party shall document the relevant risks identified and countermeasures, and

ensure that the measures are implemented.
FRHFTER, BRHEIEERERPRERREHEENSSRE LS MR .

At the Providing Party's request, the Receiving Party shall inform the Providing Party of the

implementation status on the data protection and information security measures.

E?Hﬁ%”ﬁﬁﬂﬁ%ﬂﬁﬁf AEN BB ERIP R EEREHBENER
Z—o EEREEEERIIIAIE, B0 18027001, AEAENLHEHIBERIRIERR
éﬁ%%l%o%ﬁ,@%Mﬂ$%§ﬁ¢$m&§%moW%ﬁﬂ%ﬁwﬁﬁwﬁﬁ
BReEalNREREBZEINE, BLAZEIAUERN ZH1E R T Ao

Compliance with approved codes of conduct or an approved certification procedure may be
included as a factor for substantiating the effective implementation of data protection and
information security measures. Certifications of the information security management system,

such as ISO 27001, may also be included as a factor for substantiating the effective

12
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implementation of data protection and information security measures. However, such
certifications shall not replace examination in individual cases. If such certifications are
included as a factor for substantiating the effective implementation of data protection and

information security measures, they shall be appended to this Agreement.

IRAMNPF M 1 0% B HAMNBIRRIPFLEE L HELEAEALS) (BFEERR
T, MEIRELENBEELZETURBIERIPLESRERBAERK), BERTTLIUL
PEER (BFEBFEL) BRRHTG . WEERFLEEREREENEIR2SEH
BRENFRPIDER, BRHTITERXEZARRRTPEEAN (BF8F
EXr) BE.

The Receiving Party shall notify the Providing Party in writing (including in electronic form), of
any significant changes (including but not limited to, changes in data processing conditions or
absence of data protection and information security measures) to the data protection and
information security measures described in Part B of Annex 1 hereof. If the changes in data
protection and information security measures will reduce the effectiveness of data security
protection, the consent of the Providing Party in writing (including in electronic form) shall be

obtained before the change is carried out by the Receiving Party.

BERE

Regulatory Inspection

m%%ﬁﬂﬂﬁ?FWEﬂvﬁF%Eﬁﬁ%Euﬁﬁgﬁ RN R KR BUEFIIZ P
HHEMEGIEE, BZSERSAMIERHR “%WJK%W%%ﬁ,E%E&ﬁ
%%ﬁLﬁhfﬁ“mﬁ%ﬂﬂ HOMAAPERTRHMBUET N, HEBEF -
BEARFREF =N ARNEMENHETS), BISADINNET, BRERZEF
BRI BB BRI

The Receiving Party shall inform the Providing Party in writing without delay of any control
procedures or other compulsory measures that are imposed on it or its IT infrastructure and
system by regulatory authorities, which are in relation to this Agreement or may affect the
performance of this Agreement. In the context of seizure, confiscation, judicial inquiries or
other law enforcement actions by relevant authorities, or in the context of insolvency
proceedings, reorganization proceedings or other actions of third parties, which prevents the
performance of this Agreement, the Receiving Party shall inform the Providing Party of such

circumstances in writing without delay.

HERIRFRATAENBEL T, MRBUHEZSRHGTEEN D AGEEAXNRE.
TEREFERMAXENGE, BREEXBRSEEHRDIAGENZS, BARER
HEPERR, BRITRIERHATTRENDAGERSBIMELAMDIUBTAR FFATR
MRLGZIMNEMEME=T
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Under the context of the above clause, if the Receiving Party accepts an inspection, access or
other authorized access in relation to the personal information provided by the Providing Party,
it shall take adequate measures to ensure the security of the personal information and without
the written consent of the Providing Party, the Receiving Party shall ensure that the personal
information provided by the Providing Party will not be disclosed to any third party other than

the relevant parties stated in the above clause.

PMAEERRLEH

Personal Information Security Incident

BT N B ERB A IREEAEERFZ2EE (SEREBADILLENPAER
MEBRALENBIR, EX, Bk, WESIE), FRNLE. RERSGHEE
EﬂEkiMAkhuﬁﬁ$ﬁ BT A THE R EUR RIFABINEMMEK,

TERAXEENBAMPIAGEEEIHRLAEBMNNSE, BENRRBIREH]TT (BEW
hﬁTT SHEBEEMEE FRIERE 24 /N o

The Receiving Party shall promptly report to the Providing Party on any data protection security
vulnerability (in respect of the inadvertent or unauthorized destruction, loss, modification,
disclosure or access of personal information processed under this Agreement) and promptly
deal with such vulnerability. If the Receiving Party has any occurred personal information
security incident, the Receiving Party shall be responsible to provide notifications to the
relevant regulatory authorities and personal information subjects as required by data
protection laws and regulations and shall notify the Providing Party as soon as possible (and

in no event later than 24 hours after it becomes aware of the aforesaid situation).

BT NRRKBULEREREBH MR OAGEREEN, SRFRERRTFLEIFX
~W§%%ﬁm%m¢kﬁm(mﬂﬁ~%@-W$%£ﬁ%&§?mELﬁm@
M. FHERMUURARMBARR2EES, FHZEFHERBHMTEREMRHETT.

The Receiving Party shall take all measures necessary to clarify the matter and remedy the
personal information security incident without any delay, including but not limited to stopping
illegal processing, recovering lost or damaged personal information (if feasible), eliminating all
impact caused by illegal processing methods or measures, upgrading and optimizing technical
and organizational security measures, etc., and inform the Providing Party of the

implementation status of these measures.

NI EARR B £ 1k

Term and Termination of this Agreement

AHNERBEZET [ £RR 1 &%, BRI ERABGXAR] EWT
R AL BB RIPERFAMMER, ERZMRHTE T ERERF AR
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THRFFFEFNERT, BETFERE (1) ZEERERTGIFIEAERXITA, FRE
B EHENE (WMER O EYARER B MK EES) 2HIH0HRD A S B E IR
RENK; &/3% (2) EPmBRER TR EARMERFBEATE. R{TTETER
fenl [30] HPEmBAMZEWTTNTGH, TRIEMIRE LTI HBERA L

This Agreement shall come into force on DD /MM /YY after execution by both Parties and shall
remain in force for please insert the term of validity. If the Receiving Party breaches this
Agreement or any of the requirements under data protection laws and regulations, without
prejudice to the rights and remedies of the Providing Party under the laws and regulations and
this Agreement, the Providing Party may (1) immediately request the Receiving Party to cease
the relevant acts and take effective remedial measures (such as change of password, recall of
authorization, disconnection of network, etc.) to control or eliminate the security risk to the
personal information; and/or (2) terminate this Agreement upon written notice to the
Receiving Party without any liability of breach. The Providing Party may unilaterally terminate
this Agreement without any reasons by giving 30 days written notice to the Receiving Party in

advance.

APNEAREHREZ L B, BT NRERHETTNIEE, RRELGREMERHS
BEFADNERFNUDIAGEERHEE AL, HWGHERLFAEZEIARGR (B
SRRAEMEIAR), BEEFRHETENDAGERHTER, HORHGIIAEEZR
R EREK. MREWHINAERRIERMENTATRRIEEDCAGER, BIH
RADER X ERE GRS AERHIESE R,

Upon the expiration or termination of this Agreement, the Receiving Party shall, at the option
of the Providing Party, return to the Providing Party all personal information and any copies
thereof which have been provided by the Providing Party according to this Agreement, and
delete or anonymize all such personal information (including all copies created), and ensure
that the personal information cannot be recovered and certify to the Providing Party that it
has fulfilled the aforesaid requirements. If the Receiving Party is of the opinion that the
deletion of certain personal information is not permitted by data protection laws and
regulations, the Receiving Party shall provide sufficient reasons in writing to the Providing
Party and obtain the Providing Party’s consent.

WREWTTEXFREBEMRBEGEFADNSRENDAGEUABRTEIER AR
FEMAGRHIMEX S, WAERSEENEERATRE: (1) #K77 N EETEIRRP
SERTNEMBF X F L ENEEMEEARBZEFNAGEN—MEIA®; (2) &
WHRIEZE N AEENRENE, HEILREFEMXRVENZSRIPERIMIL
EEE].

To the extent that the Receiving Party is obliged to retain any personal information provided
by the Providing Party under this Agreement in order to meet mandatory obligations under
data protection laws and regulations, the following provisions shall apply: (1) the Receiving
Party shall retain one copy of such personal information only to the extent and scope

necessary to comply with the mandatory obligations under data protection laws and
15
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regulations; (2) the Receiving Party guarantees the confidentiality of such personal information
and will stop any processing activities other than storage and taking necessary security

protection measures.

EADUIRERRZ LR, REEZRGDREBEMRHGEENDAEE, WX
FE5E 10.3 R 1.1 FIUT IR X SRR EA L

The rights and obligations of the Parties under Clauses 10.3 and 11.1 will survive the expiration
or termination of this Agreement for as long as any personal information provided by the

Providing Party remains in the Receiving Party's possession.

BRAFRK

Miscellaneous

EARFRMTT HXEK. MEVMLEENATL. RE. AEH. SRIRAMEENK
EPESEER S AMIE XN EMEMNFHBOFNERT, Bl N REREME
RAMAZNITASIRRS ZMRMAERE. 32 Ak BiF REMNEH, &
EEEBA. FIERBARIRE, M/ DABREEIBIFIRIHR DA LE MR
HREMRIFSIEE, BRHESG. XK. BEVBESEENRT. KE. AE88. 5
THRRMEEMERE, IEHIEREEZRE.

Without prejudice to any other rights or remedies of the Providing Party, its related parties,
affiliates and their respective employees, agents, contractors, senior officers and directors
under the laws of China or in connection with this Agreement, the Receiving Party shall be
liable for all losses, expenses, liabilities, claims, damages and fees, including legal fees, loss
of profits or revenue, and/or any claim or allegation brought by personal information subjects
or government authorities regarding the processing of personal information, arising out of or
in connection with any breach of this Agreement by the Receiving Party, and compensate the
Providing Party, its related parties, affiliates and their respective employees, agents,

contractors, senior officers and directors, defend for them and hold them harmless.
XN AR EAE MBI EE. HFEHEITHIENGHBERE.

Any Changes, amendment or revisions to this Agreement and any part thereof require the

written consent of both Parties.

RPN Z . BENBETULBEADINGES S ZHRMNENSINEZPEERE
B AAMNFERSZARNFY [() 2R [(EERBTR] AENFWRRTA
R =) REEPEEFLFRADPRZERASEICRMNE.] [F2. BRESLEE
AN (i) Blii) T Fe it HIAFER —. ]

The execution, interpretation and performance of this Agreement and any disputes arising out

of or in connection with this Agreement shall be governed by laws of China. Any dispute arising
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out of orin connection with this Agreement shall be [(i) resolved in accordance with the dispute
resolution approach agreed in [name of the master agreement]; or (ii) submitted to China
International Economic and Trade Arbitration Commission for arbitration in Beijing.] [Note:

Please select either (i) or (ii) based on the actual circumstances.]

AR EFFRBOAE AL AT HIT, HEFFROTHIEER MR LAY
HtFR, BRI RIEZWNFRNERZERNNDMER.

If any provision of this Agreement is held to be invalid or unenforceable, the invalidity of such
provision shall not affect the other provisions of this Agreement, and all provisions that are

not affected by such invalidity shall remain in full force and effect.
ATHI PR R AR I AT B R 5, SAMINEXREBEEFR .

Any Annexes to this Agreement shall be deemed as an integral part of this Agreement and

shall have the same effect as the text of this Agreement.
RIPRAR SRR BH, BREXREBFEEEAER, AP,

This Agreement is written in Chinese and English languages. In the event that any discrepancy

exists between the Chinese and English versions, the Chinese version shall prevail.
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%710/ Signature page:

BHt75 /Providing Party: =250 A thih b )\ 2. /Click here to insert.

B TR AZF /Signature of authorized B FALF/Signature of authorized
representative: representative:

% /Name: & /Name:

BR%S /Title: BR% /Title:

HEji/Date: F#i/Date:

#1475 /Receiving Party: =550 i1t A i A 2 F . /Click here to insert.

B R AZF /Signature of authorized BT AL /Signature of authorized
representative: representative:

% /Name: & /Name:

BR%S /Title: BR% /Title:

HEji/Date: F#i/Date:
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B 1 BiRLEES

Annex 1: Data Processing Questionnaire

AR CPABEBEZEDEO MAKTS, HESA KFRKEN, [@% B. FREFRPLE
BREWEHAM .

This Annex is a part of the Personal Information Sharing Agreement, consisting of Part A. Basic

Information of Sharing and Part B. Data Protection and Information Security Measures.

[B)% A. HEEAFSN

Part A. Basic Information of Sharing

1 FEHER

Subject Matter

BFHAEEREFAES ERBIRAZAXM E MU HEM (RS Ml CHEXH), HiE

HZERMBER, URERHTIALERHGRENDIAGR. N BUSERHSGES
XXX, 79 XXX BRE R/ BB AER (AENPABEETAEE ASE 3FUES,
BAEMBEMTARS AS SFES).

Please describe if the Master Agreement or other (service) agreement ("Relevant Agreement") exists,
to which the above data sharing relates, the scope and purpose of data sharing, and how the
Receiving Party processes personal information provided by the Providing Party. For example, the
Receiving Party signs XXX Agreement with the Providing Party, involves and/or processes personal
information for the purpose of XXX (the specific personal information should be filled in Section 3
and specific purposes should be filled in Section 5 under this Part A)

2 R

Term

BRFEAAR, NSAXHIXAHRAR, NEAEXDIAIHAR.

Please specify the applicable term. In case the term is the same as in the Relevant Agreement, please
fill in the same term.

3 FENAGEEHEE. REE. ¥E

Types, Level of Sensitivity and Volume of Personal Information Processed

CIESOUNEFS:IE i G /\J\ESIF&E% BinEHF TRIZ), =B ww, ik, BiE,
R ID, FifgiE GRAMARRRE), ERAFEE, BAER, BNES, SOHEAMEHT,
ZRrS, BRIEPHEGSE. 5#R ﬁ—*/\}dnbﬁ’]?ﬁz, At

]Please list relevant personal information types (bold and underline Personal Sensitive Information),
e.g. name, address, phone number, user-ID, vehicle data (please specify the specific types), credit
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card data, customer profiles, ID_ number, scanned copies of ID card, driving license number,

scanned copies of driving license, etc. Please describe the volume of each type of personal
information. Can be estimated.

4 KEEAE. REHSFHR

Locations and Durations of Data Processing and Storage

BB AGEREAERRENLR, W BEPOIEFDHRE, ULAEETUIK
MIZHEERN (xf2) B AR, 1HRH IR RpET.

Please list all the locations where personal information will be processed and stored, for example,
data centers or offices and all locations from where (remote) access to personal information for

testing and maintenance purposes takes place. Please specify the city of the above locations.

5 PAGELEEHNEN. FHXFER

Purposes, Methods and Scope of Personal information Processing Activities

ERANTEADNII TAENAGEENERN, MHXAENSIEER; U (2) BEAE
MR BIERB T TERS FENLEEN. LEPAGEEABRKERAESPAEERMAX
MENtE, BIaNMRER. FiE. A MI. Fha. "'t 2FF WRSE. MZEHFECLEEE
AR, ATRCREUAT S| AAEX I GER A T30 BN BB T IRAE A R N XXX 5%, 1%
HXTEE A 3 SR DAEER XX BRFE

(1) Please briefly describe the purposes of both Parties with respect to processing personal
information under this Agreement, such as the scope of cooperation agreed in this Agreement; and
(2) please describe in more detail the respective processing purposes of the Providing Party and the
Receiving Party. Processing of personal information basically means all kinds of actions to personal
information, such as collection, storage, use, processing, transmission, provision, disclosure,
deletion, etc. Should such actions already be described in the Relevant Agreement, a reference to the
Relevant Agreement may be used: e.g. “according to article XXX in Relevant Agreement, the Receiving
Party provides XXX services in respect of the personal information set forth in Section 3 of this Part
A~

6 MPEMNABRES
Personal Information Subject Involved
EXADBCERR, HENDMABRIFAREXBENERA (PABEERE) MTAR:

In the context of this Agreement, the natural persons (personal information subjects) identified
or associated with the personal information shared are as follows:

FRGHEHAADPFHZN D NEEFARE XK BERAKE, ﬁJ!llJ RRENER,
XXX RSBMEA, XXX XANAA, 85, #EES. SEMINEREZEER, FEEIX
TEMINEISIA: B0, MR/ B XXX FEME ARG &H’J}\/\o "ES R 14
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6% B. BRBARPRIEBREIEN

Part B. Data Protection and Information Security Measures

z?#?A%é&ﬁgﬁﬁE%EiTﬁgzk?‘*ﬁﬁ&%l:?E?’*HE (ﬁﬂiﬁE) MREEHIELREERE (UI'E”
FRAEKEMIERE, FETENRESR R4 st

The Receiving Party’s name has implemented the following basic measures and additional

measures (if applicable) in order to safeguard the data and information security (check“®l” for the

existing measures, and add descriptions in boxes when necessary).

A2 A TICRBERETT RN BERIPAESRERHE, WRERELEENINZE M.

This part shall be used to document the data protection and information security measures implemented
by the Receiving Party in order to safeguard the security of data processing activities.

SIMBERPLEEREHRRERIZRFBRHETHE: LEDMANERS RN RRR
S, TBE, TRMMIE (TEREM) . ARERLSRES NEREN E2REP
BFRHIHTE.

Each data protection and information security measure is categorized according to its primary
protection objectives: the confidentiality, integrity, availability and resilience (recoverability) of the
systems and services involved in the processing of personal information. Organizational and process-
related measures supplement the primary protection objectives.

THEHIENAETHERFFIFTERRE, BRI HFEHRBENE BRI T EHRIPHIK

o MARASERMZ ETRANARER; BRIEFRESRET EAFHNISE (B
BSI, ENISA, NIST, TeleTrust).

Not all of the action points listed below need to be met; the Receiving Party needs to ensure that the
overall level of protection is appropriate according to the state of the art. The state of the art comprises
established and effective measures that are currently available on the market; national or international
standards offer greater specification (e.g. BSI, ENISA, NIST, TeleTrust).

1 (¥3) TrEiEsH)

(Physical) Access Control

EX: PIEE A2 2 188 R BUE KT EI B IR ERNAIA R AME B AR Hh m 0 X d53t
FTHERYIIE].

Definition: Physical access control means the action taken to deny unauthorized persons' physical
access to locations and areas in which personal information is processed.

1.1 B

Basic measures

e | maitis EEASSIEF L AMER | BXAERILICREE, WRA

' Whether control can be REEEATERE, BETELR
No. | Basic measure . o . ST
realized and descriptions AR IEH) R R s B R FE
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Basic measures are mandatory.
Please state your reasons or
alternatives below if any of the
basic measures has not been taken

1 | RAEERERAR
Security guards
employed by the

company O B T Ek U I b A\ SCF .
2 | SRR BiE R ASF.
Door access cards
required for entry
and exit O
3 | BT 24/l | O BiE R ETI AR ASF.
BERIRERG
24-hour monitoring
and alarm system
deployed
Tt
Workplace:
BB INAIZFT BiE R ETLI AR A SF.
O Daimler office
EBRE)DRIHET BiE R ELI AR ASF.
O JV office
E1ER DB BiE R TR ASF.
] Vendor office
Hith BiE R EI AR A SF.
O Others
ERFNE DY
Laptop distribution:
EIgSEAIEr b BiE R ELI AR A SF.
O Daimler owned
E1ERRE BiE R EI AR A SF.
O Vendor owned
BB BiE R EI AR A SF.
O Personal owned
Hith BiE R EI AR ASF.
O Others

(MFE, BHELAF)

(Please add here if necessary)

1.2 #3EiEH

23




DAIMLER TRUCK

Additional measures

B D AGBEHRZEMID FREARERIN, ALHEYIEOEFIERE T A THLETE?  (0F
3 2 SR EN AR R FE L 71K EARIT)

In addition to the basic measures listed in the Personal Information Sharing Agreement, which of the
following measures have been implemented for the purpose of physical access control? (Check“[®” for
the existing measures)

Fr - e
= | a7 A A SEI R R B RER
= . _E Whether control can be realized and
N | Additional measure o
o descriptions
i EERITEEERE
Rules and regulations for visitors management ]
2 EEEAE AN &
Lap-tops equipped with anti-theft locks ]
3 LB FRFAR X 31 O AR E S E ™A
Strict management of access to special areas such as
server rooms, etc. ]
4 NEH#HEBIEREEAE
Avallablllty of all door access records O
5 HRERMEL , SEFRIEN MR K R
Prompt response management and process for the
triggering of alarms ]
6 EEEHAN (ZXRELR)
Document shredders (cross cutting) ]

MRARREE TR, BRABRITERRER.

If none of the additional measures has been taken, please state the alternatives or reasons

(MFE, BELAT)

(Please add here if necessary)

1.3 MR EHEFRE R T AL, BEN T RIS 2 R R SR T
WiEA

If physical access control is not applicable to this Agreement, please briefly state the
reasons or describe additional remediation control below:

(MFE, BEMAKR)

(Please use an additional sheet if necessary)

2 (R%) WiEEH
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(Systems) Access Control
EX: REVOEH 2B REE X T EREFZNNARERSELERSR.

Definition: Systems access control means the action taken to prevent unauthorized persons from using
data processing systems.

2.1 BN

Basic measures

B2 L IR, WM
RARBUEMEATELE, 5
ETERBENRERER

F X B0 A LI R B HR =i
o | B . )
= . Whether control can be realized Basic measures are
Basic measure .
No. and descriptions mandatory. Please state your

reasons or alternatives below
if any of the basic measures
has not been taken.

1| RAGEFME T
SRER

User ID and
password to access
the systems O BA ek T I Qb A\ ST .
2 | BRETAREHRM
Installed anti-
malware O B sl R b A SCF o
3 | HBT KL
Installed firewall O Bl R b A S o

(MFE, BELAT)

(Please add here if necessary)

2.2 #FEIEHE

Additional measures

BR <D ABRHEDED RRERZERIN, AEBARTEFES (A FIRBIFIAIE) ERET R
THRLEITR?  (FEXT 2 REXAIAE B HE I ik EARIC)
In addition to the basic measures listed in the Personal Information Sharing Agreement, which of the

following measures have been implemented for the purpose of systems access control (user
identification and authentication)? (Check“[El” for the existing measures)
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= A LI ) & B
Fs | #hki $%
No. Additional measure Whether control can be
realized and descriptions
Access to mformatlon categorized by sensitivity level O
5 ERAIERS
Domain controllers have been deployed O
3 WIERSREENHENERIEE
Domain controllers have been operated and maintained
normally O
4 SR ALY SRS B A2 SEHE
Strong-password strategy has been used O
5 EHERREELRESTMEL
Abnormal login alert can be triggered O
6 AR AKS R E 2D B
Clear authority allocation for system access accounts O
7 NARFESERISENR, ©NZeM
Penetration test has been proactively carried out to check
the security of application systems O
8 REMEEEERIPER, 2EMBT SHEIN/Z
RINEE R
Token or dual/multi-factor authentication procedure has
used based on the protection level for the stored
information O

MRARREBE A TR, BRABRITERRERR.

If none of the additional measures has been taken, please state the alternatives or reasons.

(MFE, BELAF)

(Please add here if necessary)

2.3 WMRRGHEHEFIAE A F A, DT X5 2 iR E SR R Fe i §
Wi AA

If systems access control is not applicable to this Agreement, please briefly state the
reasons or describe additional remediation control below:

(MFE, BEMAKR)

(Please use an additional sheet if necessary)

3 (RAPXF) whEEs

(User Rights) Access Control
26
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EX: (FPRF) T eE 6 6 158 T SREUE XTI RA AN BRI R A RN AT 3R
BS BEEAEN N BEHRRELESEEAR R EERERFEIEA RN, 4.
BRHEBBREFADAES.

Definition: User rights access control comprises the action taken to ensure that the persons authorized
to use data processing systems can only access the data corresponding to their access authorization
and that data cannot be read, copied, amended or removed without authorization during processing or
use, after the data has been saved.

3.1 EAHE

Basic measures

BAREELIREE, WRAKRE
BUEMEARER, HE TERBAE
ERASKAEFLAGHE | NERRBRER

F | B " .

- . & Whether control can be Basic measures are mandatory. Please

= | Basic measure . L. .
realized and descriptions state your reasons or alternatives

below if any of the basic measures has
not been taken.

—_

BETETKSH
AR B PR E IR
Account-based data
access
authorization
management has
been deployed O BA ek T I b A\ SCEF .

(MFE, BELAF)

(Please add here if necessary)

3.2 #FEiENE

Additional measures

Br (P ABEBHZWIO RERZRN, A (BFARF) JEHEHERE T AT RS T
1?7 (B EREAYAE R R B EEFRE)

In addition to the basic measures listed in the Personal Information Sharing Agreement, which of the
following measures have been implemented for the purpose of (user rights) access control? (Check“=l”
for the existing measures)
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Fr R SEIEH EE
S, X A fmiR
*FEHEE
N " Whether control can
Additional measure .
0 be realized and
descriptions
: RN ARANNERBFERNE BEEX TR Xk
Authorization and role concepts at the system application level are
documented and described O
5 R S I B LR T B E B LR
Approval and granting of privileged account is documented and
described O
3 ERHTEMBEE, RAUMIAGET
Regular self-examination on changes in positions and functions O
4 HXRKSEEEREAEANK
Available time can be set for relevant accounts O
5 PMANEEHFHERERES NS
Personal information is stored and transmitted with encryption O
¢ | B SHIEM R E T AE
Available records of modifications and deletions to logs O
. PR 2> B R EARYE AT 5o Ak TAERY &/ MY PR PR B 557 19
Access are authorized based on the principle of need-to-know and
least privilege O
8 FRMWINFNE IR RE B
Separated development test and production environment O

MRARREE TR, BRABRITERRER.

If none of the additional measures has been taken, please state the alternatives or reasons

(MFBE, BEHAF)

(Please add here if necessary)

3.3 R (AARFE) HEEHFERTABIY, HENT XIREZE R REE R GRS

Tl

If (user rights) access control is not applicable to this Agreement, please briefly state
the reasons and/or provide additional remediation control descriptions below:

(NFE, BEMAKR)

(Please use an additional sheet if necessary)

4 EEEH

Disclosure Control
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EX: WEEHREAHREEFERIED. JREEAEEEREPREZEHEE FEETRE
HARZENAFIEN. & BREMBR N AEEMRENITE, HHEREURBHENHEEM
TRV EFRBREEERE LR DA BNEIT o

Definition: Disclosure control refers to the action taken to ensure that personal information cannot be
read, copied, amended, or removed without authorization during the course of electronic transmission,
storage on data media, or transmission to such media, and to ensure that it is possible to establish and

review the points at which data transfer facilities are envisaged as necessary for transferring personal
information.

4.1 EAXHEE

Basic measures

EAE 2L IR, WM
RARBUEMEATELE, 5
ETERBENRERER

T 7 A) S ) K B AR )i
N E < =]
Fr | B4 - - . :
o . Whether control can be realized Basic measures are
= | Basic measure .
and descriptions mandatory. Please state your
reasons or alternatives below
if any of the basic measures
has not been taken.
: EHEERERAA
BRERTK

Check the list of
recipients regularly

for changes O BA ek T I b A\ ST o

(MFE, BHELAF)

(Please add here if necessary)

4.2 #FHERE

Additional measures
BR <D ABREZMND PREARERIN, AEBIREEFRIT ATBLTR? (BXYEX
ER R AR Rz e LA m7 IR EARIL)
In addition to the basic measures listed in the Personal Information Sharing Agreement, which of the

following measures have been implemented for the purpose of disclosure control? (Check“®l” for the
existing measures)

B A SRR H & A

Whether control can be realized and

FF | #FEtEitE

—_

= | Additional measure

descriptions
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IR REE NS
Encrypted data transfer O
EREE BRI AN S ZINEEER
H

Email signature is enabled for integrity protection and

anti-tampering O
USBHXEMNZEREEM
USB port disabled O
EWNEISYPS s¢izp =y I
Encrypted storage of personal information data O
ANRIENHNZHEHARZEBE

Intrusion detection/prevention system has been

deployed O
BENTAGRNEAHSIEREETHE

Available forwarding logs including personal

information O

WMRARRBE TR, BRABRITERRERR.

If none of the additional measures has been taken, please state the alternatives or reasons.

(MFE, BHELAF)

(Please add here if necessary)

4.3 WMRHBREFSAHINTA TS TTXREK, N T KI5 &2 E R EE R a4
TR

If disclosure control is not relevant to the service subject to this Agreement, please
briefly state the reasons or describe additional remediation control below:

(MFE, BELAT)

(Please add here if necessary)

5 AL

Input Control

EX: ARG BRI REBME XTI RESFREMIERDE, M ERELERETMN
PAEERBEWRA BRHEBLRR, URPUTHRRENNEAR (7).
Definition: Input control refers to the action taken to ensure that retrospective checks can be carried

out to establish whether personal information in data processing systems has been entered, modified,
or removed and, if so, by whom (if any).
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5.1 HEA&¥EE
Basic measures
TR HI E KA.

No specific basic measures are mandatorily required.

52 #FEIEHE

Additional measures

. X = A SEIE o K B AR
TR Whether control can be realized
and descriptions

Additional measure

~ & dio

PMAEEEENEREEIERERTE
Available records of modifications and deletions to
personal information data ]

WMRARRBUE TR, BRABRITDERRERR.

If none of the additional measures has been taken, please state the alternatives or reasons.

(MFBE, BEHAF)

(Please add here if necessary)

5.3 WMRRWAZFSAMIIRT RIS T XE, IFENT XI5 2 8 R R R SR =M
FEAR 5

If input control is not relevant to the service subject to this Agreement, please briefly
state the reasons or describe additional remediation control below:

(NFE, BEAKR)

(Please use an additional sheet if necessary)

6 SEEEG

Subcontractor Control

EX: 2 EFEFEREEYRBAEXTEHRHRIZED SR B RS ENHGHEBM 77 8T
BEKTTMERERIPLEEZ2EREX.

Definition: Subcontractor control means the action taken to ensure that subcontractor is able to comply

with the data protection and information security measures imposed on the Receiving Party in the same
manner as the Receiving Party.

6.1 EAHEHE

Basic measures
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TosR | K
No specific basic measures are mandatorily required.

6.2 #FEiENE

Additional measures

e H I B A SEIR T & B R
7 | Additional measure Whether control can be realized and descriptions

1 ERENEHBEE
Self-examinations by subcontractors ]
2 EEEHN S EFHITHIT
Regular audit on subcontractors ]

MRARREE TR, BRABRITERRER.

If none of the additional measures has been taken, please state the alternatives or reasons.

(MFE, BHELAF)

(Please add here if necessary)

6.3 MRS EAEHEESAMINTTAIIRS TXEK, HFEN T K% 2 iR E R s
Tl

If subcontractor control is not relevant to the service subject to this Agreement,
please briefly state the reasons or describe additional remediation control below:

(MFE, BEMAKR)

(Please use an additional sheet if necessary)

7  AAMEES
Availability Control
EX: AR RIEBEERBEXTHRERDIAGER FEZ BIMUFREERR.

Definition: Availability control means the action taken to ensure that personal information is protected
against accidental destruction or loss.

7.1 B
Basic measures
Te 58 i E K HE I o
No specific basic measures are mandatorily required.
7.2 HRERE

Additional measures
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# T

Additional measure

B 75 AT SEIHR ) R
Bk

Whether control can
be realized and
descriptions

EEEE T NRAREMA T

Contingency plans in place O
2 MENERETERESAE

Available records of monitoring server rooms’ temperature and

humidity O
3 L5 N EH Rk NES

Server rooms have fire and smoke alarms U
4 EEA MRS

Documentation of contingency plan tests O
5 EERLBTR, FHETR

Redundant wiring and storage O
6 WiELedh, SEMBTHA, TE, NEMBRFRE

Physical protection systems in place, e.g. fire protection, A/C,

uninterruptible power supply, etc. O

MRARREE TR, BRABRITERRERR.

If none of the additional measures has been taken, please state the alternatives or reasons.

(0%

, IBHELAF)

(Please add here if necessary)

7.3 INSRT A MR S AR THIBRS X B, IEFEIN TS XI5 187 22 1 R R R s 3R AR amsh
AFEEHTR:
If availability control is not relevant to the service subject to this Agreement, please
briefly state the reasons or describe additional remediation control below:
(NFwE, BEAKTD
(Please use an additional sheet if necessary)

8 SEEN
Segregation Principle
EX: 7B RN E KB SREE KR L TR E B RSR N EIRERTT 2 5 L.

Definition: The segregation principle requires the implementation of measures to ensure that data
collected for different purposes can be processed separately.

8.1

EAHEE
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Basic measures
TesaH E K.
No specific basic measures are mandatorily required.

8.2 #FEiENE

Additional measures

X X T 75 AT SEI = ) B B R A

F | 3 7efEiE o - .
L Whether control can be realized and
= | Additional measure L
descriptions

i HIEESEHMEEXEERE: Y. RE.

i

Data are separated at physical, system and data

level l
, | EENTREARTT EHEE

Regular check to ensure the use ]

MRARREE TR, BRABRITERRER.

If none of the additional measures has been taken, please state the alternatives or reasons

(MFBE, BEHAF)

(Please add here if necessary)

8.3 WMRSBENSAMINITHIARS T REK, IHHEN T KI5 B2 8 R R E R
TR

If segregation principle is not relevant to the service subject to this Agreement,
please briefly state the reasons or describe additional remediation control below:

(MFE, BEMAKR)

(Please use an additional sheet if necessary)

9 HARERE
Organizational Security Criteria
EX: HAZEIRERERTFRP D AERNN AN SME.

Definition: The organizational security criteria mean the rules and procedures used to protect personal
information.

9.1 E&IHHE
Basic measures
TR HI BRI .
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No specific basic measures are mandatorily required.

9.2 #3EIEHE

Additional measures

FF5| il

A A SR
B AR

Whether control

No. | Additional measure .
can be realized and
descriptions

: RAIREBEFEH NG BRARIBIIRAL

Legal department and IT department established in the company O

) EERHXEEREEEAL: W 15027001, FRLRIPIAIL

GB/T 22239, 15— FRHEE L)

Relevant information security management qualifications: such as

ISO27001, classified protection certification GB / T 22239. Please also

provide the qualifications and certifications) O
3 EEEX THENAGRLEEHAEIIERE

Handling and implementation process of personal information security

incidents O
4 ERRAFEHERENEMRIE

Incident management and response procedures in place O
5 AEATEEEHHITRATZ2EIREI

Internal security awareness trainings are regularly carried out for

employees and managers O

MRARREE TR, BRABRITERRER.

If none of the additional measures has been taken, please state the alternatives or reasons

(MFE, BHELAF)

(Please add here if necessary)

9.3 MRARALREIOESENIA THIRS T XE, HEN T K% EEE I RE SR 5

ShabFEE B R

If organizational security criteria are not relevant to the service subject to this

Agreement, please briefly state the reasons or describe additional remediation

control below:

(NFE, BEAKR)

(Please use an additional sheet if necessary)
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